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Abstract

The Internet of Things has instrumented billions of homes, buildings, farms, and factories
with smart devices, yet today’s platforms fail to meet smart-space users’ needs. Control
logic sits in vendor clouds and hubs that add latency, cost, and single points of failure;
fire-and-forget remote procedure calls (RPCs) leave developers and occupants blind on
whether actions take effect; and users navigate a control interface spectrum with no
structured support. This thesis argues that smart-space control should be designed around
the needs of the people who occupy the space, across three planes of the smart-space
stack—the device action, smart-space automation, and human interaction planes.

We propose new abstractions and insights at each of these three planes, spanning
distributed systems and human-computer interaction. On the device action plane, RASC
(Request-Ack-Start-Complete) replaces fire-and-forget RPC with an abstraction that
exposes the full action lifecycle atop existing platforms, so automations and occupants can
observe and program what their devices do; proofs and experiments confirm fast,
low-overhead lifecycle detection and large scheduling gains over state-of-the-art baselines.
On the smart-space automation plane, CoMesh removes the hub bottlenecks, cloud
dependency, and outages of today’s centralized control: it is the first fully decentralized,
hub-less control plane for large commercial edge IoT meshes, using group-based
coordination with zero-message exchange and locality-sensitive hashing to keep control
local, scalable, and fault-tolerant. On the human interaction plane, we perform a study of
real smart-home owners via surveys and interviews, and derive insights showing that control
is a fluid, situational process shaped by reliability and cognitive load rather than ecosystem
boundaries, motivating how future smart-space operating systems should actually be built.
Though independent, the three contributions share one vision: each makes a plane of

smart-space control resilient, observable, and built around real user needs.
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Chapter 1 Introduction

1.1 Background and Motivation

The Internet of Things (IoT) has evolved well beyond its early phase, with around 21
billion connected devices in deployment as of 2025, forecast to reach roughly 40 billion by
2030 [1]. IoT permeates homes, workplaces, farms, Industry 4.0 settings, entertainment
venues, and beyond [2], [3], [4]. Smart commercial buildings alone account for around 2
billion connected devices today, projected to reach 4.12 billion by 2030, with the building
IoT market growing from roughly $64 billion in 2024 to over $100 billion by 2030 [5]. As
deployments scale, they increasingly span mesh networks of heterogeneous devices—smart
devices capable of compute and storage alongside simpler devices that only receive
commands—creating densely populated edge computing environments across both
residential and commercial settings; Figure 1.1 illustrates three such commercial
settings—a smart building, a smart farm, and a smart factory.

Table 1.1: Taxonomy of smart spaces addressed in this thesis and the control challenges
each presents.

Smart Space Key Control Challenges This Thesis
Residential home Navigating the control spectrum,; Chapter 4,
(10s of devices) debugging silent automation failures Chapter 2
Commercial building Hub overload; cloud dependency; Chapter 3,
(100s-1000s) control scalability Chapter 2
Smart farm Connectivity gaps; Chapter 3,
(distributed, outdoors) unattended local operation Chapter 2
Smart factory Strict data-locality requirements; Chapter 3,
(industrial) operational continuity Chapter 2

We use the term smart space to refer to any physical environment instrumented with
[oT devices for automated sensing and actuation. Smart spaces span a wide range of scales

and deployment contexts—from a residential home with a few dozen consumer devices to a
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Figure 1.1: Four Edge Settings: (a) Smart Home [1], (b) Smart Building [6], (c) Smart
Farm [7], (d) Smart Factory [4]. The Smart Building map from (b) and Smart Farm from (c)
drive the experiments in the CoMesh chapter (Chapter 3).

commercial smart building with hundreds or thousands of sensors and actuators, to smart
farms and industrial factories with large physical footprints. Table 1.1 provides a taxonomy
of the smart space types addressed in this thesis.

Despite their differences in scale and purpose, all smart spaces share a common
computational substrate: the Sense-Trigger-Actuate (STA) paradigm, in which devices
sense their environment, automation rules evaluate conditions and fire, and commands
actuate devices. These workloads—packaged as automations, routines, or scripts—are how
occupants and operators program their environments to respond to the world around them.

Modern IoT stacks must be evaluated through two complementary lenses.
System-facing metrics—Ilatency, reliability, fault tolerance, privacy, and

cost-efficiency—ensure that automations trigger promptly, survive device or network
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failures, and protect sensitive telemetry. User-facing metrics—fine-grained control,
observability, debuggability, and overall usability—determine whether occupants can
understand and shape the behavior of their increasingly complex environments. Together,
these metrics define the standard against which any scalable, human-centered IoT platform
must be evaluated. This thesis contributes to both dimensions, combining systems design
and implementation with empirical human-computer interaction (HCI) research.

Today’s dominant IoT architecture routes every sensor reading and actuation request
through a vendor cloud backend, which creates three intertwined pain points. First,
privacy risks arise because raw telemetry must transit and persist in third-party
infrastructure; keeping control logic on-premise eliminates this exposure entirely [8], [9]. In
high-security industrial settings—semiconductor fabs and pharmaceutical facilities, for
instance—operators routinely prohibit any data from leaving the premises to protect
proprietary processes, a constraint cloud-centric platforms cannot satisfy by design.
Second, reliability degrades when every automation depends on an Internet path,
particularly during network or cloud service outages [10]. Third, cost scales
unfavorably: servicing 500 devices that ping once per second can incur fees approaching
$2,500 per month on mainstream IoT cloud tiers [11], while local control removes
usage-based bills altogether. Together, these pressures make edge-native, on-premise
control an attractive foundation for smart environments that must be private, dependable,
and economically sustainable. Crucially, the hardware needed to realize this vision is
already in place: smart devices in both residential and commercial settings sit idle for the
vast majority of their operational lifetime [12], offering a ready substrate for distributed
control logic without requiring any additional infrastructure investment.

Beyond infrastructure placement, the programmability of smart spaces remains a
fundamental challenge. IoT automations—routines that chain sensor readings to device
actuations—are central to how occupants live with their environments. Yet the tools

available to both users and developers today are impoverished in two ways. First, users
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navigate a rich spectrum of control options, from physical device interfaces to centralized
proxy-based hubs, with limited system support for moving between them fluidly. Platforms
today are designed around vendor ecosystems and commercial integration goals, not
around the actual, context-dependent ways people rely on their devices. Second, the
control primitive underlying virtually all automation platforms—the Remote Procedure
Call (RPC)—gives no feedback on whether a physical action has actually taken effect [13].
This leaves both users and developers without the observability needed to build reliable,
debuggable workflows. Closing these gaps is the central challenge this thesis addresses.

A note on large language models (LLMs) is warranted, given their rapid rise over the
course of this research. LLMs largely do not alter the conclusions of this thesis, but they
can help realize its vision. The device action plane’s need for an observable control
abstraction is orthogonal to how automations are authored: RASC’s conclusions stand
unchanged, though LLMs could ease its implementation—for instance, by helping
developers and users specify causal dependencies among actions. At the human interaction
plane, Control in Context’s findings characterize human control practices; LLMs, vision,
and other machine learning advances do not change these fundamentals, though we note
that had LLMs been as prevalent at the time of our study as they are today, participants
might already have been using them to program routines or troubleshoot—making
LLM-mediated interaction a new point on the control spectrum worth studying—and such
technologies can help realize the design implications we derive. Finally, LLMs may make
programming routines easier, but they do not change the smart-space automation plane’s
case for decentralized coordination: CoMesh’s design is agnostic to how the routines it
executes were written. The concluding chapter discusses LLM-related research directions

this thesis opens.

Thesis Statement. This thesis shows that it is possible to build networks and systems for
smart spaces that are attuned to the needs of the people who inhabit them, advancing this

vision across three independent planes of the smart-space stack. At the device action plane,
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RASC introduces a control abstraction that brings action-level observability and
programmability to [oT automations. At the smart-space automation plane, CoMesh
provides a decentralized infrastructure that removes hub bottlenecks and cloud
dependence. Finally, at the human interaction plane, Control in Context contributes an

empirical account of how and why real occupants navigate the control spectrum.

1.2 Thesis Contributions

Table 1.2: Contributions of this thesis, their objectives, and evaluation methodology.

Work Plane Objective Evaluation Venue
i 1
Device Qbservabl 1t?/ & programmal?l System USENIX
RASC [14] ) ity abstraction for IoT device
action . measurements NSDI 2026
actions
labl fault-tol t ab-
Smart-space Sea abie & fault-to crant & System IEEE
CoMesh [15] . straction for commercial edge
automation . measurements TNSM 2026
IoT mesh automations
Control in Human Smart home control-interface . ACM
. . . HCT analysis
Context [16] interaction navigation framework CHI 2026

This thesis makes three concrete contributions to the control of smart spaces—one at
each plane of the smart-space stack, unified by a single user-aware vision (Figure 1.2). Tt
combines systems design and implementation with empirical user research. Table 1.2

summarizes the three contributions and their evaluation methodology.

« The device action plane: observable, programmable control (Chapter 2).
How do automations and occupants observe and program actions? The RPC
primitive underlying all IoT platforms is fire-and-forget, leaving developers and
occupants without feedback on whether actions have actually taken effect. RASC [14]
is a new control abstraction that exposes the full action lifecycle, so that
automations—and the people who write them—can observe whether an action
started, completed, or failed, and program causal dependencies among actions, all

without requiring any device modifications.
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Figure 1.2: Three user-aware planes of smart-space control, designed around the needs
of the people who inhabit the space. The device action plane (RASC) exposes each action’s
Request-Ack-Start-Complete lifecycle; the smart-space automation plane (CoMesh) decentralizes
where control logic runs; and the human interaction plane (Control in Context) characterizes how
occupants view and use control interfaces. All three operate over a shared smart space of devices,

mesh network, and people.

« The smart-space automation plane: scalable, fault-tolerant control

(Chapter 3). Where should control logic run? Today’s platforms concentrate

control logic in a central hub or cloud, creating bottlenecks, single points of failure,

and cloud dependency. CoMesh [15] is the first fully decentralized, hub-less control
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plane for large commercial edge IoT meshes: it spreads control across the devices
themselves, so the system scales to thousands of devices and tolerates device failures,

churn, and mobility without any central point of failure.

The human interaction plane: usable control interfaces (Chapter 4). How
do occupants view and use control interfaces? Smart-home users interact through a
spectrum of command interfaces—from pressing a physical button on a device, to a
per-brand mobile app, to a centralized hub application such as Google Home or
Alexa that routes all commands through a cloud backend. These represent different
interface architectures, each with different latency, reliability, and failure-mode
characteristics. System designers have long assumed centralized hub interfaces are
users’ primary mode, yet real behavior is far more nuanced. Control in Context [16]
is the first empirical characterization of how and why users move across this interface
spectrum in practice, grounding future interface and system design in observed

behavior rather than assumptions.

These are independent contributions unified by a single vision—user-aware

design—rather than a pipeline: no insight “flows” from one to the next, and none subsumes

another. Together they make three planes of the smart-space stack—the device action

plane (how actions are observed and programmed), the smart-space automation plane

(where control logic runs), and the human interaction plane (how occupants view and use

control interfaces)—resilient, observable, and built around the people who inhabit the

space. Figure 1.2 situates each contribution accordingly.

1.2.1 RASC: Enhancing Observability and Programmability in Smart Spaces

[oT platforms today rely on RPC, a fire-and-forget primitive that provides no feedback on

whether a physical action has started, completed, or failed. This leaves both users and

developers without the observability needed to build reliable routines, reason about device
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state, or diagnose failures. We introduce RASC [14] (Request-Ack-Start-Complete), a new
abstraction for IoT device control that exposes the full lifecycle of every action, and Rascal,
its implementation atop existing RPC-based [oT platforms.

RASC’s contributions are:

o The RASC abstraction, which extends RPC with four lifecycle states—Request,
Acknowledgment, Start, and Complete—enabling both users and higher-level

automation systems to reason about action progress in real time.

o An adaptive polling strategy that detects when actions start, complete, or fail with

minimal overhead, without requiring any device-side modifications.

 Scheduling policies over a directed acyclic graph (DAG) of actions that express
causal dependencies, enabling routines that react dynamically to action outcomes

rather than relying on fixed time windows.

o Integration with Home Assistant via Rascal, a widely used open-source smart-home
platform, and trace-driven evaluation showing that Rascal detects action completion
within 2-16 seconds in over 90% of cases and that its scheduling policies outperform

state-of-the-art baselines by 10-55%.

1.2.2 CoMesh: A Decentralized Control Plane for Commercial Edge IoT
Meshes

Today’s smart spaces route all STA coordination through a central hub or cloud—a single
point of failure that drives outages, exposes private telemetry, and incurs prohibitive cloud
costs, and that does not scale to the hundreds-to-thousands of devices in commercial edge
deployments such as smart buildings, farms, and factories. We present CoMesh [15], the
first fully decentralized, hub-less control plane for STA operations over large commercial
edge IoT meshes. CoMesh organizes smart devices into overlapping subgroups called

coteries that collectively monitor devices and manage routines using zero-message exchange

17



protocols, quorum-based agreement, epoch-based migration, and locality-sensitive hashing
(LSH). The result is a self-healing architecture that adapts to device failures, churn, and
mobility without human intervention.

CoMesh’s contributions are:

o Design and implementation of CoMesh using a novel combination of distributed
systems techniques: load-balanced STA operations over space and time; zero-message
member selection; quorum-based agreement; and LSH-based locality to minimize

inter-device communication.
« Formal proofs of CoMesh’s safety, liveness, and progress properties.

« Experimental evaluation on Raspberry Pi deployments and large-scale simulations
using real building maps and automation workloads, demonstrating scalability, fault

tolerance, and low latency.

1.2.3 Control in Context: How Smart Home Users Navigate Proxy-Based

Control Schemes

Smart home platforms are designed around vendor ecosystems and commercial integration
goals, not the actual, context-dependent ways people live with and rely on their devices.
Prior work examined individual control schemes in isolation or proposed system
architectures without grounding them in observed user behavior. We present Control in
Context [16], a mixed-methods study characterizing how and why smart home users
navigate the spectrum from physical device interaction to proxy-based centralized control
across everyday tasks, device failures, and evolving home setups.

Control in Context’s contributions are:

o A survey of N = 60 smart-home device owners and semi-structured follow-up
interviews with N = 8 participants, revealing that control is a fluid, reflective process

shaped by tradeoffs between convenience, reliability, and cognitive load.
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o Evidence that users move freely along the control spectrum guided by situational
factors such as task type, perceived reliability, and device location—mnot by abstract

ecosystem boundaries.

o Characterization of how troubleshooting workflows interact with control scheme
preferences, showing that failures lead users to reassess strategies and sometimes

abandon devices or platforms entirely.

o Design implications for future smart-home systems that support movement across the
control spectrum and treat the user—mnot the device ecosystem—as the center of

design.

1.3 Broader Impact

This thesis advances a local-first, human-centered vision for IoT, with benefits for

commercial ecosystems, everyday occupants, and the research community:

« Progress-aware automation (RASC):
— Multi-vendor automation tooling without brittle polling or closed software
development Kkits.

— Fewer silent failures: occupants can inspect, pause, or roll back automations like

debugged programs.

— A common API for reasoning about—and formally verifying—workflow

correctness.
« Decentralized edge control (CoMesh):

— Runs on the idle devices already present [12]—mno recurring cloud fees, less

wide-area network traffic, and no single-hub failure point.

— Keeps sensitive telemetry on-premise, easing regulatory exposure.
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— Keeps critical automations (locks, alarms) working through network and cloud

outages.

— Seeds sustainable, low-carbon [oT research—constrained, mostly-idle devices

can shoulder control once reserved for data centers.
« Human-centered control insights (Control in Context):

— Ground-truth evidence on where occupants struggle cuts device returns and

support volume.

— Motivates transparency-driven designs that make dense smart spaces accessible

and trustworthy for less-technical users.

— Clearer mental models and faster diagnostics for occupants in dense smart

spaces.

Collectively, this thesis turns once vendor-locked properties—privacy, latency, and
programmability—into parameters that occupants and developers can tune to fit their

priorities—choosing how intelligent their space is and where that intelligence lives.

1.4 Thesis Organization

The remainder of this dissertation is organized as follows. Chapter 2 presents Rascal, our
implementation of the RASC abstraction, including case studies, dynamic scheduling
algorithms, and a trace-driven evaluation. Chapter 3 presents CoMesh, our decentralized
control plane for commercial edge IoT meshes, including formal analysis and evaluation on
Raspberry Pi deployments and large-scale simulations. Chapter 4 presents Control in
Context, our mixed-methods user study characterizing how and why smart home users
navigate the spectrum from physical to proxy-based control. The dissertation concludes

with a summary of contributions and a discussion of future directions.
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Chapter 2 RASC: Enhancing Observability and Programmability in Smart

Spaces

This chapter addresses the device action plane of smart-space control (Section 1.1)—how
do automations and occupants observe and program actions?—and applies across all
deployment types in Table 1.1. We present RASC [14] (Request-Ack-Start-Complete) and
its implementation, Rascal, a new abstraction and system for IoT device control that
addresses a fundamental gap in today’s smart home platforms: the inability to know
whether a physical action has actually taken effect. IoT platforms today rely on RPC, a
fire-and-forget primitive that gives no feedback on action progress or failure—leaving both
users and smart home developers without the observability needed to build reliable
routines, reason about device state, or diagnose failures. Rascal exposes the full lifecycle of
every action and introduces DAG-aware scheduling that enables automations to express
causal dependencies, bringing observability and programmability to IoT settings.

This chapter is organized as follows. Section 2.1 introduces the problem and presents
motivating examples. Section 2.2 defines the system model. Section 2.3 states our design
goals. Section 2.4 describes the RASC abstraction and our adaptive polling strategy for
action progress detection. Section 2.5 presents the programmability layer built atop RASC,
including causality abstractions, dynamic scheduling, and our DAG-TL scheduler and STF
and RV reschedulers. Section 2.6 describes our Home Assistant integration. Section 2.7
reports our experimental evaluation. Section 2.8 discusses design considerations.

Section 2.9 surveys related work and Section 2.10 concludes.

2.1 Introduction

In the last decade, industry and users have moved away from managing individual IoT
(Internet of Things) devices to programming and managing loT device collections. 1oT
permeates our homes [2], workplaces [17], farms [3], Industry 4.0 [4], entertainment

venues [18], etc. Smart buildings contain 2 B devices, expected to reach 2.5 B devices and
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a $90 B market by 2027, and 4.12 B devices by 2030 [5], [6]. In a single deployment, 10s to
100s of 10T devices may be programmed and managed via automations [19] containing a
combination of actions [20], [21], routines [22], [23], IFTTT (If This Then That) [22], [24],
scripts, etc. An action is a single command sent to a single device, from a home hub (e.g.,
Alexa, Google Home hub) or a user device (e.g., phone, tablet, etc.). For instance, the
Google Home APT [20] contains over 50 defined actions, e.g., blinds.0OpenClose,
SetFanSpeedRelative, Cook, Dispense, etc. The most common program written by
users is a routine: a sequence of several actions, which can be triggered conditionally by

time, sensors, or manually by the user.

1.0
w —— door
0 0.54 elevator
o —— shade
—— thermostat
0.0 —||— — | |— —|l—
4 5 17 21 30 33 125 3493

Action Length (s)

Figure 2.1: ToT actions vary in length. Actions: door: close, elevator: up 1 floor, shade: open,
thermostat: heat 68.x to 69.y °F.

RPCs and IoT Actions: Today, [oT actions predominantly rely on the traditional RPC
(Remote Procedure Call) abstraction [13]. RPCs are simple, widely understood, and
accepted, and have many stock implementations [25], [26], [27], [28]. An RPC consists of a
single Request from a hub or personal device towards the [oT device (or its proxy web
service), and a single Reply in the reverse direction.

However, for [oT settings, it is challenging to map the Reply to the appropriate point
in the action’s execution. This is because in user-facing settings like smart spaces, many
actions are non-instantaneous, taking seconds or even minutes to execute. Physical devices
like windows and doors, shades and awnings, kitchen appliances, printers, etc., all take
several seconds to execute an action (e.g., Google Home API’s actions blinds.0OpenClose,
SetFanSpeedRelative). That is, many actions in IoT settings are long actions. Devices

like sprinklers, ovens, HVAC systems (heating, ventilation, and air conditioning), etc., may
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take minutes or hours (e.g., Google Home API’s actions Cook, Dispense, etc.). Even
“fast” devices like locks, light bulbs, fans take a fraction of a second to finish an action.
Together, these create a non-trivial time gap between starting and completing an action.
Figure 2.1 shows our measurements from devices in our office building.

Further, there is also a gap between the command’s reception and start, due to
preconditions for starting a command (e.g., coffee maker’s reservoir must have water).
Finally, the action may fail (e.g., main door lock is suddenly jammed) and create
safety-violating situations.

Returning to RPCs, this diversity in the nature and length of actions in IoT spaces
raises the question of which version of RPC to use. Specifically—when is the Reply sent
back? Today’s RPC implementations are forced to choose mapping of the Reply to one of
three choices—either: (1) Acknowledgment: sent back by the device or its cloud service
immediately when it receives the action (we call this RPC-A), but before the device has
started executing the action, or (2) Start of the action: sent back by the device or its
service when the action starts (we call this RPC-S), or (3) Completion of the action: sent
back by the device or its service when the action is completed by the IoT device (we call
this RPC-C). Many commercial smart home deployments today use RPC-A combined with

state updates [29], [30], while RPC-C is commonly employed in robotics settings [31], [32].

Table 2.1: Desired Properties. ~ means non-trivial design needed.

Property | Goal | RPC-A | RPC-S | RPC-C | RASC |
. Progress updates (Section 2.4.1) X X X v
Observability
Failure detection (Section 2.4.2) X X ~ v
. Diverse dependencies (Section 2.5.1) X X X v
Programmability
Dynamic scheduling (Section 2.5.2) X X ~ v

Goals for an RPC Alternative: The inherent one-shot nature of an RPC is a
mismatch with the long-running nature of IoT actions. We posit that the call-response for
[oT device actions must adhere to two inter-related principles: (1) Observability: the

ability to track a device action; (2) Programmability: the ability to write and efficiently
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(b) Ineffective RPC-based energy-saving vacuum routines. Pink routines need complex—or
unavailable—triggers (?; e.g., “vacuum in living room” A “cleaning/returning”). With suboptimal
triggers, cross-routine conflicts (2) arise or actions fire unintentionally.

Figure 2.2: Routine example with dependencies on Acknowledgment (A), Start (S) and
Completion (C) among actions. The vacuum requires light to navigate.

run exrpressive programs.

Observability requires that the hub (or user device) receive progress updates at
critical action execution points. If any key action part fails, internal mechanisms must
detect failure fast, and mitigate. Second, programmability implies that programs
support expressive and diverse dependencies among actions (inside a program, and
across programs), e.g., start the next action A2 earlier, during execution of a previous
dependent action A1, after A1 has crossed key internal points (rather than waiting for Al
to finish). These dependencies require us to design dynamic scheduling for concurrent

smart-space actions. Rescheduling is vital because varying action lengths and tail latency
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(Figure 2.1) cause executions to deviate from original estimates and schedules. This
intertwined nature of observability and programmability—summarized in Table 2.1’s four
goals—parallels challenges distributed systems [33], [34], Kubernetes [35], and SDNs [36].
A New Abstraction: This chapter proposes RASC (Request-Ack-Start-Complete), a new
abstraction for IoT devices, as an alternative to RPC. RASC does not replace RPC, but
instead can be built atop RPC. RASC provides Replies at three critical action lifecycle
points: Ack (the action is received by the device but not yet started), Start (the device
starts the action), and Complete (the device finishes the action). Naturally, some of these
replies may overlap (e.g., if the action is short), but each is essential for longer actions to
satisfy Table 2.1’s goals.

Consider a robotic vacuum that requires ambient light in its work area (for the robot’s
camera). Figure 2.2a shows a routine (a program with a set of actions) named R expressed
with diverse action dependency types. Because the vacuum needs light for its camera to
navigate, initially the corridor light is switched on so that the vacuum can find its way to
the living room (since the precondition for the action is that the vacuum reach the living
room). After that, the living room light is kept on for vacuuming, but the corridor light is
switched off. When the vacuum has completed and docks in the living room, the living
room light is switched off. Similar routines exist involving lawn-mowers [37], tele-presence
robots [38], etc.

Figure 2.2b shows that to correctly implement R via RPC variants, R needs to be split
into several routines. Each split is problematic because (i) there are no good triggers for
the pink routines (e.g., vacuum location cannot be used in trigger clauses), and (ii) if users
go for clauses provided by the APIs, which tend to be simple, they will not get the
intended result.

Our system Rascal implements the RASC abstraction. Assuring Table 2.1 entails
several challenges. First, we have to build a progress/failure detector atop RASC, that

minimizes detection time while respecting device constraints. For poll-only devices, it must
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poll often enough to track progress and catch failures promptly without overwhelming
devices. Second, atop RASC when we provide support for expressive routine dependencies,
we must innovate new dynamic scheduling algorithms that reduce end-to-end latency
(from routine arrival to completion). Third, a key principle in our design is backwards
compatibility: to make Rascal immediately deployable atop today’s ecosystems, [oT devices
and their vendor services cannot be modified. This forces us to work within the constraints
of existing RPC interfaces. This is challenging as (i) RASC is more expressive than RPCs,
and (ii) RPCs may go either via the [oT cloud service, or directly to the device.

This chapter makes the following contributions:

o We present a new expressive RPC-enhancing abstraction called RASC, for IoT

settings.

o We build the Rascal system that implements RASC over existing RPC-based IoT
APIs. To support action progress updates and failure detection, we propose new
techniques for efficient device polling. We also propose new dynamic scheduling

policies for diverse action dependencies.

o We integrate Rascal with the popular and open-source home automation system

called Home Assistant [39)].

o We measured action execution times for various devices in office buildings. We use
these and sets of real routines to perform trace-driven evaluation. We find that (i)
Rascal detects completion within 2-13 RPCs and 2s-16s over 90% of the time, and

(ii) our routine scheduling policies outperform state-of-the-art by 10%-55%.

2.2 System Model

In today’s deployments, devices communicate in one of five ways [40]: Cloud Pull, Cloud
Push, Local Pull, Local Push, Assumed State. Here, Cloud means via the cloud service

(device vendor’s cloud service), while Local means locally directly from the device via Wifi,
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Bluetooth, Zigbee, etc. Push means the device updates the cloud service whenever its local
state changes, while Pull means the cloud service has to poll the device for any state
changes. For very old devices that allow neither pull nor push, the cloud service has to
assume a state based on the last action. While the push variant naturally leans into
providing updates for start and complete (and also intermediate states along the way), it is
mostly adopted by sensor devices. Pull variants are widely prevalent—a cloud service or
home hub continuously polls the device to detect updates. In fact, during our experiments,
we have observed that at least 30% of sampled vendors supported by Home Assistant only
offer pull options.

The execution of a single action on an IoT device has three components: (1) a network
component (transmission of request and response messages among the mobile, hub, cloud,
device), (2) a contextual component (virtual and physical) comprising preconditions (either
physical or safety-related) needed for the device to execute the action, and finally (3) a
physical component (device executing the action). RASC argues that the three stages are

spatially and conceptually distinct. We assume [oT devices satisfy a few properties:

o [oT devices and their vendor services cannot be modified.

e Only one action executes on a device at a time. This is typical for today’s devices,
some of which maintain a queue (e.g., HP printers [41]) while others reject new

requests when busy (e.g., Nuki locks [42]).

o Sufficient polling rate. To query the state of a pull-based device, we assume
arbitrarily frequent pulls are allowed, e.g., Hue bulbs allow polling every second via

Hue Bridge [43].

o Failures/Speed. 10T devices may be arbitrarily slow or fail to execute actions. The
network may delay or drop packets, and IoT devices and their vendor services need
not be synchronized. We assume the reliability of devices beyond our purview (cloud

services, hub, phones, etc.).
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(a) Routine description: (i) the garage door
opens; (ii) the trash can is moved out into the
driveway; (iii) the garage door closes.

e ol
B

(c) Fallback actions: the trash can moves back
inside after the first movement’s failure and
the garage door closes.

Figure 2.3: Routine with exception handling.
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(b) Action failures: the trash can gets stuck
below the garage door because of an obstacle
and the garage door cannot close.
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(d) Routine as a workflow: diverse action
dependencies allow for fine-grained control
with co-actions and fallback actions.

Garage door opens, automatic trash can [44]

goes out, garage door closes. Letter inside arrow indicates trigger event: S=Start, C=Complete,

F=Fuilure.
2.3 Design Goals

We discuss Table 2.1's key goals in detail.

Action progress updates. This goal implies that the primitive should provide feedback

at key points of the action execution: acknowledgment, action start, and action end (and if

the device supports it, during the action). Doing so may require polling, and this polling

needs to be efficient.

Action failure detection. When an action fails, the primitive should detect it quickly.

This property may be implemented atop RPC-complete with the use of a timeout after the

expected action length is over; however, that is not trivial since there is no fixed length for

each action.

Diverse action dependencies. The primitive must support rich inter-action

dependencies. For a given example (garage door opens and closes for a trashcan ),

Figure 2.3(a,b) show two scenarios, and Figure 2.3(c,d) show two variants. In Figure 2.3d,

A2 and A3 are co-actions of Al. The co-action concept allows (i) the light to turn off



before the garage door starts opening, so that insects are not drawn indoors, and (ii) the
inside door to lock only if the garage door starts opening; if A1 fails, no safety gap occurs.
If A4 fails (Figure 2.3b), the fallback action A5 returns the trashcan to its original spot,
and, finally, A6 closes the garage door to prevent exposure to robbers. Implementing
Figure 2.3d via RPC requires users stitching multiple routines (roughly four here—one
extra for every new dependency type) guarded by complex predicates to emulate progress
points, to block unintended triggers. This is prohibitive.

Dynamic action scheduling. When action lengths differ from the schedule, the primitive
should reschedule subsequent actions. Previous smart home routine scheduling [45]

(Figure 2.3a) ignores unbounded action lengths and diverse dependencies (Figures 2.2a
and 2.3d), relying instead on static schedules. Action durations are context-dependent (e.g.,
floor area, dirt level for vacuum, etc.), and failures are unpredictable at compile or schedule
time. The schedule must adapt to ensure: (a) safety, i.e., no actions trigger concurrently
for the same device (which might cause action rejections), (b) upheld action dependencies,
and (c) early starts for actions if predecessors finish ahead of schedule. RPC-A and RPC-S

cannot handle this, and RPC-C only detects completion. RASC is more powerful.

2.4 Observability in RASC

The goals of action progress updates and failure detection (Table 2.1) can be served via a
mechanism that periodically polls the device for its current state. This polling needs to (i)
satisfy user-specified tolerances for detecting failures, (ii) balance detection latency vs.
device/network load, and (iii) adapt to evolving action time distributions (i.e., wrong

estimates).
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Figure 2.4: RASC over RPCs. Frequent RPCs on right are polls.

Lifetime of an Action. Figure 2.4 shows how RASC runs backward-compatibly over the
RPC layer. For a given action, Rascal cycles through four states (or stages or phases,
which we use interchangeably): ack wait, start detection, complete detection, and failure
detection. When the action is requested, Rascal is in the ack wait state. Immediately after
the hub receives an ack (that the device or its web service has received the request), Rascal
enters the start detection phase, wherein it starts tracking the state of the device (described
in Section 2.4.1). Alternatively, if the IoT device is unresponsive, then Rascal enters the
failure detection state. The user specifies a tolerance threshold @), in seconds
(maximum time between a state change and its detection), and Rascal needs to meet it.

If the action is short, the action completion target state might be detected alongside or
soon after the start. So during the start detection state, Rascal also checks if either of the
start or completion states is already matched, and if so, short-circuits to the complete
detection state.

In ToT settings, it is impossible to distinguish a failed device from one that is not

executing actions at all. So Rascal detects the failure of actions, but does not declare a

30



Smart Hub

=
°°® PERER Ry e e et TR
ek T .
— X N =
Cod o) — =3
(0) (0)
o050 oZ0 \=/
Hub Service Vendor Service Smart Device
00
]e)] . .
RPC comm local hub service local device comm
Device App | +——— cloud device comm

Figure 2.5: Communication between a smart device and a client app. Fach arrowed line
is an RPC in today’s stacks. This chapter replaces dashed lines with the new RASC abstraction.

device as being failed. Rascal reports failures to the user (who may take subsequent actions
like restarting the device).

IoT Architecture. Figure 2.5 shows how RASC is built atop today’s RPC mechanisms.
RASC interfaces user devices and applications (running on the Hub Service, e.g., Alexa,
Google Home), with the device or its vendor service (e.g., web microservices run by the
device vendor, e.g., Philips Hue, GE Sync, etc.). In Figure 2.5, RASC replaces only those
RPCs at dashed arrows, while solid arrow RPCs remain. Every path from the hub/user
device to the IoT device contains exactly one RASC call. RASC needs to modify only the

cloud services and hubs but not the device or vendor services.

2.4.1 Adaptive Polling Strategy

Both progress updates and failure detection require polling that is (i) efficient (few
messages) and (ii) responsive (detects changes quickly). For push devices (Section 2.2), this
is straightforward—the device or vendor notifies the hub, which relays to Rascal. The
challenge is pull-only devices. Polling too aggressively (e.g., every 500 ms) can overload
devices and the network; polling too sparsely increases detection latency. Key questions
arise: What polling frequency is appropriate? Should polling become more frequent as it
progresses?

Problem Statement. We seck to minimize detection time: the gap between the action

state change on a device and Rascal’s next poll. Inputs are: (i) the historical
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state-change time distribution p(t) for a (device, action) pair—dist.pdf (t), (ii) a
state change time bound U-—dist.ppf (0.99)! which may occasionally be exceeded,
and (iii) a poll budget & representing how many total polls are allowed for a given action
(representing allowable bandwidth). We must select & poll timepoints in (0, U] that
minimize expected detection time.

Solution. Let the k£ poll times be L;,7 =1, ..., k. Then the expected detection time () can

be formulated as:

ko L, Ly
Q:ZL / p(t dt—/ tp(t) dt (2)
L,

Here, each term 7 represents the expected detection time of L, if the change happens
before L, and after L, ;. The highest L, is always equal to U. The second term here is the

average of p(t), and thus a constant we can ignore to optimize Q.

Theorem 2.1 (Adaptive Poll Placement with Fixed Budget k). Given a time distribution
p(t) on (0,U], a poll budget k, and a terminal tolerance € > 0, polls

0< Iy << L}y <L that minimize expected detection time Q) and satisfy

|L, — U| < € are given by the following recurrent relation:

Ly .
ﬁ f* p(t)ydt+ L |, foric{2, .. k},

value € (0, U] fori=1

L =

!Percent point function (inverse CDF); ppf(y) returns the value with CDF y.
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Proof. Per (2), only the i-th and (i + 1)-th terms of @) depend on L,:

L; L4
A= [T A= [ L - 0pa
L L

i—1 2

By Leibniz’s rule,

aA Ll Lz
oz = Bk + [ g leeon] ae= [ p a
and
A,
aT:l = —(Liy1 — Ly) p(Ly).

The first-order optimality condition 0Q/0L,; = 0 gives

which rearranges to the recurrence relation (3). Under p > 0 and continuity, these
conditions determine a unique sequence once L, is fixed. We fix L; € (0,U) and generate
Lo, ..., L; via (3). Then L, (L,) is strictly increasing in L,. Hence, there exists a unique

L3 € (0,U) such that the generated sequence satisfies L} = U. O

Next, to find the best sequence {L%} we use binary search. This leverages our empirical
observations that there is a linear relationship between L, and L,. Algorithm 2.1 initially
sets the left and right boundaries to 0 and U, respectively. In line 18, L, is set to the
midpoint of the current left and right values. Using the recurrence equation from (3), lines
20-24 calculate subsequent values based on L;. We then check if L, is close enough to U.?
If it is, we return {L,}. If not, we adjust the left and right boundaries and recursively

search for the correct L.

After we obtain the placement {L%}, we can examine the second derivative of each L,

2The closeness is measured via the terminal tolerance €. In our implementation, we set € = 107> (default
in numpy np.isclose()).

33



Algorithm 2.1 Adaptive Polling Algorithm

1: procedure FINDPoLLs(dist, U, Q,,, slo)

2: return RFindPolls(dist, U, 0, ceil(U/Q,,),Q.,, Slo)

3: end procedure

4: procedure RFINDPoOLLS(dist, U, left, right, Q,,, slo)

5: k* = (left + right) / 2

6: £ = GetPollingInterval(dist, k*, U, left, right)

7: valid = examineQw(dist, £, Q,,, slo)

8: if left == right & wvalid then

9: return £
10: if valid then > Try to reduce polls
11: return RFindPolls(dist, U, left, k* + 1, Q,,, slo)
12: if N+1 >= right then > Need more polls than right
13: return RFindPolls(dist, U, k* + 1, right x 2, Q,,, slo)

14: return RFindPolls(dist, U, k* + 1, right, Q,,, slo)
15: end procedure

16: procedure GETPOLLINGINTERVAL(dist, k, U, left, right)
17: £ = zeros(k)

18: L, = (left + right) / 2

19: too_ large = False

20: for i in range(2, k + 1) do

21: L, = calculateByRecurrenceRelation()

22: if L, > U then

23: too_large = True

24: break

25: if isclose(L,, U) then

26: return £

27: if too_ large then

28: return GetPollingInterval(dist, k, U, left, L)

29: return GetPollingInterval(dist, k, U, L4, right)
30: end procedure

where Ly = 0 is a constant:

L 2 p(Ly) — (Lisy — L) -9/ (L;) forie[1,k—1], "

N RS for i = &
If any of them is negative, indicating a maximum instead of a minimum, the placement is
invalid and a larger k is required.
Figure 2.6 shows a pictorial example of a PDF for shade up, and the resulting polls
generated by Rascal’s Algorithm 2.1.
Meeting Detection Tolerance. We need to meet the user-specified detection tolerance

Q,, (gap between failure and its detection). More critical actions (e.g., involving locks, fire
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Figure 2.6: Placement Example, k = 4. Red lines are RASC polls (after action start). Action
completes between third and fourth poll.

alarms, exhaust fans) use smaller values (e.g., < 1 s) while less critical actions (e.g.,
adjusting light brightness, the position of window shades, ovens) can use larger values. We
account for this by ensuring that Vi: L, , — L; < @, and L;,; — L; > minimum polling
interval allowed by the existing API (naturally, a @,, < min polling interval is
unsupportable).

Given @,,, we use binary search to determine the smallest k£ that meets Q,,—see lines
4-15 in Algorithm 2.1. Line 7 examines the £ = {L,} found by GetPollingInterval to
make sure any interval between any two polls is smaller than @,,. If £ is valid and left =
right, we return £. If left does not equal right, this means we might be able to find £ with
a smaller £*. The algorithm recursively updates k* until it finds a k* that respects @, and
also cannot be smaller. The algorithm terminates when reducing £* by 1 would violate @,
Reducing Polling further via Confidence Intervals. We relax the worst-case
detection time assumption by introducing a service-level objective (SLO): a confidence level
for meeting the detection window @),,. When SLO=0.9, Rascal’s placement may violate @),
on at most 10% of events. This allows Rascal to avoid excessive polling in high probability
areas of the distribution. Our evaluations (Section 2.7.1) find that SLO-awareness does not

change average detection time. Algorithm 2.1 shows how to find polls under SLOs.
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Theorem 2.2 (Meeting a Detection Tolerance SLO). Given a detection window
Q. € (0,U], a service-level objective (SLO) slo € (0,1], and a placement

L={L, <--< L, =U}, its covered set is

(&) =J((L; = Q)" L] n(0,U], (x)* = max{z,0},

=1

and its coverage is

Cover(L) = L(z)p(t) dt.

Let A, (Q,,) denote the best achievable coverage with k polls,

AL(Q,) = max Cover(L),

k*(slo,Q,,) =min{ k€ N: A,(Q,) > slo}.

Assume a binary search over k is run with initial bracket left =0, right = [U/Q,,],
using an oracle examineQw that returns true exactly when there exists a placement £ with
Cover(L) > slo. Then the search returns k*(slo, Q,,) together with an slo-feasible

placement.

Proof. Monotonicity. If £’ < k, any k’-poll placement can be extended to k polls by
inserting additional polls; this cannot reduce C(£), hence A, (Q,,) > A/ (Q,,). The oracle
predicate is therefore nondecreasing in k.

Bracketing. For k = [U/Q,, |, equal spacing L; = iU /k yields

U, ((L; = @)™, L;] 2 (0,U], so Cover(£) =1 > slo. Thus the upper bracket is feasible,
while £ = 0 is not.

Minimality via binary search. Binary search on a non-decreasing predicate with a

feasible upper bracket returns the smallest k£ for which the predicate holds; by definition,
this is k*(slo, @,,)- O
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2.4.2 Detection Beyond Upper Bound

Upper bound estimates for action completion may be violated due to human interference
(e.g., propped elevator doors), environmental factors (e.g., colder weather slowing a
heater), and out-of-order requests (e.g., the elevator moving from 1st to 3rd floor receives a
2nd-floor request). Consequently, if no state change occurs by time U, polling must
continue. The key question is: What is the optimal post-U polling technique?

Our key observation is that past U, the chance of an imminent state change typically
declines, so Rascal polls densely before tapering. We distinguish actions by progress: for
those showing some partial progress (e.g., vacuum location changed), we estimate the
remaining time via the observed rate (time to the current progress) and schedule the next
poll at min{estimate, @, }. Otherwise, Rascal uses ezponential backoff, doubling the
inter-poll gap up to @, to avoid overloading troubled devices while ensuring detection
within @, (Figure 2.6). If no change occurs within @,, after the upper bound U we declare
the action failed. In our experiments, overruns beyond U are rare, and late actions

typically finish soon after U.

2.5 Building Atop the RASC Abstraction

While Section 2.4 addressed observability, we now turn to programmability: diverse

dependencies and dynamic scheduling.

2.5.1 Diverse Action-Causality Expressiveness

Commercial IoT platforms rarely support cross-action dependencies: e.g., Alexa routines
allow limited inter-routine chaining,® but not dependencies between actions. The RASC
abstraction enables both cross-action and finer-grained dependencies across critical points
inside an action’s progress. Figures 2.2a and 2.3d depict co-action and fallback action

examples.

3Alexa can call one routine from another but offers no richer dependencies.
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In Rascal each routine is represented internally as a DAG of device actions
(Figure 2.2a). When an action emits a progress event (A, S, or C), Rascal inspects its
dependent children; any child whose dependencies are satisfied is immediately scheduled to

run. Rascal execution is event-driven.

2.5.2 Dynamic Action Scheduling

We describe how to schedule routines and actions when some of these actions take a
shorter or longer time than expected.

Background. In real-world IoT deployments, action durations vary widely: ovens heat
faster when pre-warmed, elevators stall if doors are obstructed, and HVAC cycles fluctuate
with outside temperature. Due to these variable times, any static schedule that is made,
which devices execute (to respect dependencies) will need to be dynamically adjusted at
runtime.

The real-time systems community studied this problem through resource reclamation
algorithms [46], [47], [48]. These algorithms optimize for early completions: if a task
finishes ahead of its worst-case bound, subsequent tasks can advance to reclaim idle time
while maintaining precedence. For example, Restriction Vectors (RV) [47] maintains a task
timeline and, upon early task completion, pulls dependent tasks forward to begin once all
predecessors have completed. This reclaims idle slack while preserving precedence
constraints.

Challenges. We need to extend reclaiming algorithms to handle both early completions
and actions exceeding their schedule. A heater lagging on a cold day or a door closing more
slowly than usual delays subsequent tasks, and naive scheduling can break causal
dependencies or stall routines.

Rascal’s fine-grained causality model (Section 2.5.1) makes scheduling challenging: we
must honor dependencies at arbitrary progress points (e.g., Ack, Start, Complete),

increasing potential conflicts and correctness risks.
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Correct [oT scheduling hinges on two properties: Safety (no device receives two action
requests at once) and Serial Equivalence (overlapping routines execute with some serial
order). Without them, final states can be unpredictable or inconsistent with any one
routine. SafeHome [45] guarantees these only for fixed action durations. However, with
unpredictable durations and fine-grained dependencies, maintaining these guarantees
requires adaptation.

Overview. Rascal extends reclamation-style scheduling to IoT, building atop the RASC
abstraction (Section 2.4). Rascal’s scheduling occurs in two phases: (i) it schedules arriving
routines (Section 2.5.2.1), and (ii) it dynamically adjusts the schedule for early state
changes and delays (Section 2.5.2.2). We present DAG-TL, to ensure serial equivalence
for routines despite variable action lengths, alongside two rescheduling policies, STF and
RV, which adapt to both early and late state changes while preserving Safety and Serial

Equivalence.

2.5.2.1 DAG-TL: Ensuring Routine Serial Equivalence

We adapt the Timeline Scheduler (TL) from [45]. Upon routine arrival, the original TL
places actions in the earliest gaps that preserve intra-routine action order and inter-routine
serialization order. TL uses action-by-action backtracking to find gaps that maintain
serialization at all times. For Rascal-style DAGs, the original TL has exponential
worst-case time complexity.

To handle Rascal-style routines expressed as DAGs, our DAG-TL approach adopts an
aggressive backtrack strategy that makes “big jumps” in the state space. Specifically, upon
detecting a serialization conflict, it jumps to the routine’s top-level action and shifts the
entire DAG forward in a single step—placing it after the last conflicting time found by
inspecting the intersection of the preceding and following routine sets in the serialization
order. By pruning unsatisfied paths early, we avoid repeated local retries.

Illustrative example. Figure 2.7 shows three routines: R4, Ry and R. After sequential
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Figure 2.7: Example Routines and Schedule for TL vs. DAG-TL. Action symbols feature
a letter that stands for the routine they are a part of and a number to denote which device they
execute on, e.g., Al is part of routine R, and executes on device D1.

R, is scheduled (Figure 2.7a), sequential Ry arrives. TL fills the earliest gaps: it
tentatively places B2 (1), then places B1 (2), which reveals a serialization violation
(Figure 2.7b). TL then moves B2 after A2 (the next available gap) and completes
scheduling Rp without further violations (Figure 2.7c). Now consider non-sequential R
arriving after R, (Figure 2.7d). Here B1” depends on B2" and B3’. With a breadth-first
traversal, DAG-TL encounters a violation at the third step (B1); it schedules R} anew
from the root and shifts the entire DAG so that all of R follows R4 on any shared device
(Figure 2.7e). Naive per-conflict backtracking would recheck and reschedule many prior
actions and does not scale; DAG-TL’s top-level backtrack reduces scheduling steps in

practice.

2.5.2.2 Rescheduler

An action may finish later (over-time) or earlier (under-time) than initially scheduled.
Rascal must adjust. We describe how actions are rescheduled to accommodate schedule

deviations, while minimizing routine completion time and continuing to ensure safety, serial
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equivalence, and performance.

Problem Statement. FEach routine R is a DAG of actions. An action a has: (i) a device
dev(a), (ii) a (possibly data-driven) duration estimate len(a), and (iii) dependency edges
to its parents in the routine Predpyc(a). Multiple routines may run concurrently and
touch overlapping device sets.

Our goal is to maintain a feasible schedule that (1) is Safe (no device runs two actions
at once), (2) is Serially Equivalent [45] across routines (the final state equals some serial
execution of whole routines), and (3) adapts when actions finish early/late while
preserving (1)—(2).

When to Trigger the Rescheduler. Late actions are handled by Rascal proactively, to
ensure safety. When a high percentage of the action’s state change length upper bound U
(Section 2.4.1) has elapsed (95% in our implementation), Rascal extrapolates to estimate
the new state change time (e.g., oven took 20 min to warm up from 200°F to 400°F, then
Rascal estimates it will take 5 min more to get to the target 450°F).

Early-state-changing actions are handled reactively, as early state changes do not
violate safety. If the difference between expected and actual state change exceeds a
threshold (1 s in implementation), we invoke the rescheduler.

Constraints on the Rescheduler. Rescheduling must respect two primary constraints:
(1) dependency on prior actions in a routine, and (2) the (immutable) serialization order
established (Section 2.5.2.1) across active routines. We handle these via preprocessing and
two specialized rescheduling algorithms.

Preprocessing. Let J be the set of potentially impacted actions. We add an action A’ to
J when a deviation on action A satisfies any one of three conditions: (i) A" is in the same
routine R and is a descendant of A in R’s action DAG; (ii) A’ is scheduled to start after A
on the same device D that deviated; (iii) A" belongs to a routine R’ that is serialized after
R.

To preserve the established serial order among routines, Rascal records each routine’s
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postset: the routines that, on any shared device, have executed after it up to the
rescheduler’s trigger time. It then constructs an immutable serialization order by
repeatedly: (1) selecting all routines with empty postsets, (2) placing them at the front of
the order (breaking ties by arrival time), and (3) removing them from the remaining

postsets. We iterate until all routines are placed.

o =

ﬂ, 2w e [wmlal—

|03“C1| [p3] - A3 ff B3 |c3]-

(a) Routine graphs. (b) Original schedule.
G % (e [ lElwle—
(B3} Hoe s

Immutable serialization order: Ry->Rg->R¢

(c) Preprocessing phase. (d) Rescheduling phase.

Figure 2.8: Rescheduling in Rascal. Ezample Routines.

Rascal deschedules all actions in J, and reschedules them while still preserving the
established serial order. For the routines in Figure 2.8a and the original DAG-TL schedule
in Figure 2.8b, Figure 2.8¢ shows the case where A2 completes early: affected actions
(grey) are descheduled, the immutable order is R4 — Ry, and routines that have not yet
started (e.g., Ry) are left unchanged. Finally, Rascal inserts cross-routine, same-device
dependencies to maintain serial equivalence.

Rescheduling. We reschedule descheduled actions using two policies. First, we augment
the Shortest Task First (STF) algorithm (known to be optimal [49]) to honor inter- and
intra-routine dependencies (Algorithm 2.2). We prioritize actions by estimated length; we

repeatedly (i) pick the head (line 11), (ii) place it in the earliest common free slot across
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Algorithm 2.2 Shortest Task First (STF) with Serializability

Require: Impacted actions A; duration len(a); device dewv(a); routine DAG predecessors Predpyg(a);
immutable routine order <; device next-free times next__ free[d] from current schedule.
Ensure: Updated schedule without violating device safety or serial equivalence.
Phase 0: Add serialization edges (once).
1: for all pairs of routines R < R’ do
for all devices d shared by R and R’ do
Add edge from last action of R on d to first action of R’ on d
Phase 1: Initialize readiness and earliest feasible starts.
for all a € A do
Pred(a) < Predpaa(a)U Predg,,(a)
indegla] + |Pred(a)|; EST|[a]+ 0; FIN]|a] ¢+ unset
Ready < {a € A | indegla] = 0}
for all a € Ready do
start__cand|a] + next_ free[dev(a)]

Phase 2: List scheduling (single priority queue).
10: while Ready # () do

11: a* < argming e peqq, (Start_candlal,len(a)) > Earliest start, then shortest task
12: s + start_cand[a*]; f < s+ len(a*)

13: Place a* on timeline of dev(a*) at [s, f)

14: FIN[a*] < f; next_freeldev(a*)] «+ f

15: Remove a* from Ready

16: for all successors b of a* in Pred(-) do

17: indeg[b] < indeg[b] — 1

18: EST[b] + max(ESTIb], FIN[a*])

19: if indeg[b] = 0 then

20: start_cand[b] < max(EST[b], next_ free[dev(b)])
21: Insert b into Ready

22: return updated schedule

C1 ISR B —
Ra at”
) (o] [B— w2 [t os— o7} Cafos—
B3 | C1 c3 B3 - Cc3 B3'CS—B3-

(a) Routine (b) Original DAG-TL (c) A; completes early (d) A; completes late —
graphs. schedule. — only RV. Push + RV.

Figure 2.9: RV rescheduling. For (d), upon A;’s late completion detection by an estimated dt,
C1, Ay, By, By are first pushed forward by dt before RV is performed.

required devices (line 13), and (iii) update downstream dependencies (line 16), until the
queue empties (line 10). In Figure 2.8, STF respects the immutable serialization order, not
placing C2 before B2 despite C2 being shorter (Figure 2.8d).

Our second policy adapts Restriction Vectors (RV) from real-time systems [47]. The
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classical RV pulls a task forward once all its parents finish to reclaim slack. In Rascal, we
apply this directly when progress points (e.g., Start, Complete) occur earlier than
scheduled. Unlike classical real-time settings, IoT actions may also finish later, which is
acceptable; to remain correct, we extend RV as follows: (i) shift all subsequent,
not-yet-started actions forward by the observed delay to preserve safety; then (ii) apply RV
to the shifted schedule to exploit remaining slack. Thus, RV stays correct under delays

while still harvesting early-completion gains (see Figure 2.9).

Theorem 2.3 (Action Safety). For any device D, Rascal: (i) never initiates > 1 action
to D concurrently, and (ii) initiates an action only if D is idle. Thus, ack-ed actions on D

execute in isolation.

Proof. DAG-TL assigns each action to the earliest idle slot on D that respects

dependencies. RV may move actions earlier, but only when D is idle and all parents are
complete. STF inserts each action into the earliest idle slot consistent with serialization.
Neither rule permits overlapping initiations. Thus, the non-overlap invariant is preserved

under both schedulers and all rescheduling steps. O

Theorem 2.4 (Serial Equivalence). For any set of concurrent routines R, the schedule &
produced by Rascal is equivalent to executing R in some serial order w(R). This holds for

the baseline scheduler and for rescheduling under RV and STF.

Proof. DAG-TL enforces a partial order < on conflicting routines and produces a
schedule § that extends <. RV advances or delays an action’s start s(a) only if < is
preserved. STF places each action a in the earliest idle slot i(a) consistent with <. No step
moves an action past the serialized prefix of a conflicting routine; thus, & is equivalent to

some serial order 7(R) consistent with <. O
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1 - id: "1715802493830"

2 alias: Heat when window starts closing and door is closed
3 action:

4 - parallel:

5 - service: cover.close_cover

6 target: { entity_id: cover.living room_window }
7 - service: cover.close_cover

8 target: { entity_id: cover.balcony }

9 - service: climate.set_temperature

10 data: { temperature: 72 }

11 depend_on: [start, complete]

12 target: { entity_id: climate.main_thermostat }

Figure 2.10: Example RASC routine with depend_on specification. desc, trigger,
condition omitted for brevity. The main thermostat is requested to heat to 72°F after the living
room window has started closing € the balcony door has closed.

2.6 Implementation

We implemented Rascal as a new component (~8.5K Python LOC) for Home Assistant
(HA) [50], a widely used open-source smart-home platform. Deploying Rascal requires no
changes to the HA core, integrations, or devices and their APIs. Users simply install
Rascal and provide lightweight per-device-class mappings that bind action execution points
(i.e., start, completion) to existing device state attributes. This lets Rascal infer action
progress and schedule polls without modifying devices. We also built a 500-LOC HA
simulator and adapted the hass-virtual third-party component [51] for device simulation
and Raspberry Pi-based emulation.

RASC API. We extend HA’s action YAML with a single optional field, depend_on. This
field is an ordered list of required progress events—one per parent, in the parents’ order
(e.g., ack, start, complete)—enabling fine-grained sequencing. An example routine with
mixed dependencies appears in Figure 2.10. If depend_on is omitted, we default to
complete, preserving backward compatibility with HA’s sequential semantics. At runtime,
the YAML is compiled into a dependency DAG; DAG-TL monitors this DAG and triggers
actions as soon as prerequisites are satisfied.

Action length PDF. We obtain each action’s probability distribution function by storing

45



historical durations for (ack—start) and (start—complete). Actions are keyed by (device,
action, transition). Consequently, our dynamic polling strategy requires a brief training
phase (several trials) before it can return accurate results.

Asynchronous poll placement computation. Algorithm 2.1’s compute time increases
with the upper bound, which can be large for long actions. To avoid polling delays in
Rascal, we decouple computation from execution and make it asynchronous: upon an
action’s completion, poll placement is computed anew and stored for its next initiation.
Action status change notification. On each status change, Rascal publishes a RASC _
RESPONSE event on HA’s event bus; applications subscribed to this topic receive the

update.

2.7 Experimental Evaluation

We address the following research questions:
1. How efficient is Rascal’s polling technique? (Section 2.7.1)
2. Does action length estimation converge? (Section 2.7.2)

3. If the action length distribution evolves, can Rascal reconverge its learned

distribution quickly? (Section 2.7.2)

4. When actions are interrupted, can Rascal distinguish them from a scenario where

they actually fail? (Section 2.7.3)

5. Under realistic routines, how do DAG-TL+{RV, STF} compare to baselines [45] in

latency & overhead? (Section 2.7.4)

Trace Collection. To drive our trace-driven emulation, we collected traces of (I) device
action times that form a diverse set of devices in an office building, and (II) a set of diverse
routines, inspired by existing routine datasets including IoTBench [52], [53], described in

Section 2.7.4. For (I), we manually collected a significant dataset of action completion
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Figure 2.11: Rascal’s Adaptive Polling vs. Baseline Periodic Polling. Rascal is better
(lower and to the left) in 4 of 5 cases.

times. We recorded multiple (> 50) trials over 5 days, with 2 elevators, 2 projector screens,
2 lights, 2 doors, and 4 shades. Elevator data was collected while other users were using it,

and thermostat traces are from an existing dataset [54].

2.7.1 Rascal Polling Efficiency

We compare Rascal’s adaptive polling efficiency to a baseline periodic polling strategy,
which polls every @,,. Figure 2.11 shows that compared to periodic polling, adaptive
polling uses 44% to 89% fewer polls to detect the action completion. We set the Service
Level Objective or SLO—the percentage of events Rascal promises to detect within @,,
(Algorithm 2.1)—to 0.9 and @,, equal to 2, 3, and 30 (seconds) for door, shade, and
thermostat actions, respectively. Action shade down’s detection time is higher with
adaptive polling but still below @,,. This data point highlights the following tradeoft:
periodic polling is costly and guarantees detection within @), always, whereas adaptive
polling is very cost-efficient but may detect action progress within @), only with high
probability (> SLO).

Table 2.2 compares Rascal’s adaptive polling against the baseline called V-optimal
(V-opt) [55], the classic dynamic-programming algorithm for histogram construction.
V-opt selects bucket boundaries to minimize variance across bins. Both achieve comparable
detection times, but Rascal computes poll placements 60-800x faster than V-opt. This
efficiency gap makes V-opt impractical in real deployments; its computation time can

exceed even the average action length (e.g., thermostat), while Rascal completes in
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Table 2.2: Rascal’s Adaptive Polling vs. Baseline V-opt-calculated Polling, Detection
vs. Computation Time. All times are in seconds. Bold font indicates the lowest
value for each action/metric combination. Rascal has similar detection times, but V-opt’s
computation time is impractical, especially for long actions.

Action Avg. | Detection Time | Computation Time Speedu
Length | Adaptive | V-opt | Adaptive | V-opt p p
Door close 3.19 0.19 0.13 | 6.04e-04 | 4.38e-02 59.37
Door open 3.06 0.19 0.30 6.43e-04 3.82e-02 72.56
Shade up 29.64 0.31 1.02 3.96e-02 | 1.97e+401 497.77
Shade down 27.45 1.54 2.58 | 2.93e-02 | 1.63e+01 554.99
Therm 68,69 432.17 16.19 - 9.04 2hr+ 796.34
60 door_open door_close thermostat_68,69
==
’_§ 45 1.0
g
g 30 0.8
5 15
= 3 0.6
<. Shade_up Shade_down 4036322824201612 8 4
S 60 Avg. Action Length 0.4
w“— 45 door_close: 3.18s
o door_open: 3.06s
2\3 30 shade_up: 29.66s 0.2
= shade_down: 27.44s
O 15 thermo_68,69: 432.99s
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Minimum Interarrival (MIA) gap (% of Avg. Action Length)

Figure 2.12: Effect of Extreme Rate Limiting: Rascal’s Detection time under varying
Q,, (user-specified tolerance threshold).

milliseconds.

Figure 2.12 shows the impact of device or API rate limits on Rascal’s polling. The x
axis shows the API/device-imposed minimum inter-arrival (MIA) gap between consecutive
polls. The y axis shows the user-specified tolerance threshold (@, ). Both axes are

normalized to average action length. The color is min

(detection time 1) Thys green and

w

yellow indicate detection time threshold being met. We observe that (i) for a given MIA,
too stringent @, values may not be satisfiable (red in plot); (ii) this @,, value threshold
(for meeting 100% detection: green in plot) drops quickly as MIA becomes less stringent

(left to right); and (iii) detection time for uninterruptible mechanical actions (e.g., shade
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Figure 2.14: Rascal performance (polls) vs. Interruption Length relative to action
length (%). Action: thermostat from 68 to 69. Rascal generally uses fewer polls than maz.
Ezxceptions: when interruptions are long (right side of plots).

up & down) is more tolerant to rate limiting, because uninterruptible actions have tighter

(and thus predictable) action length distributions.

2.7.2 Rascal Training

Convergence Speed. We measure how many action-length samples Rascal needs to reach
a stable per-(device, action) distribution, i.e., mean and variance both differ by less than
5% upon consecutive samples. Figure 2.13a shows that 10-20 samples suffice across devices:
actions lasting tens of seconds (door, elevator, shade, projector screen) converge in ~ 10
samples, while longer actions (e.g., the 400s thermostat) require ~ 20.

Data Drift. As devices get older, a single action’s probability distributions for its progress
points may start moving towards different ranges and probabilities. How quickly can

Rascal’s measurements catch up? Figure 2.13b measures (for a thermostat device, at
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Figure 2.15: Action Failure False Positive Rate during interruption. Left to right:
interruption happens (resp.) at the 50%, 80%, and 90% points of action. Fulse positives
are generally low. Exception: when interruptions are long and towards the action’s end.

various temperature settings) the Wasserstein (earthmover) distance [56], [57]. This metric
measures the distance between the real and learned distributions, for both the original
distribution and the shifted distribution. We observe quick convergence, especially when
the original distribution is < 500 (already a large value, much higher than the error in our
measurements). For instance, the Wasserstein distance between the distributions from the
door and the elevator is approximately 13.93. In reality, it is highly unlikely that a door

would experience such significant degradation.

2.7.3 Detecting Interrupted Actions

Interruptions to ongoing actions are common due to environmental factors and human
interactions. Figure 2.14 shows a real deployment where a thermostat change (68—69) is
interrupted at 50% and 80% progress. The red area denotes extra polls beyond U. For
early or brief interruptions, Rascal’s overhead is low; with prolonged interruptions (right
side of both plots), overhead rises, but detection time (blue line) stays low.

Figure 2.15 shows a simulation where we focus on Fualse Positive rate, i.e., the
percentage of experiments where Rascal falsely detected an action failure. We observe the
False Positive rate rises with longer interruptions, especially when they occur near the
action’s end, indicating Rascal reliably distinguishes true failures from interruptions in

most cases.
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Figure 2.16: Our Routine Benchmark.

lowest CPU or memory (among baselines), or is comparable to the lowest option.

Dataset Polling Strategy CPU (%) Memory (MB)

avg | 950 | q99 avg 50 q99

adaptive 879 | 1.8 | 19.8 | 4.12 | 473 | 8.33

random periodic 9.6 | 8.6 |24.06 | 3.36 | 3.33 | 6.22
none 2.41 | 1.1 | 10.1 | 17.72 | 19.19 | 20.28

adaptive 3.55 | 1.75 | 9.68 | 4.1 | 4.36 | 5.9

random + bursty periodic 46 | 29 |19.26 | 454 | 4.61 | 6.58
none 2.72 | 1.3 | 22.39 | 17.87 | 18.21 | 19.07

2.7.4 Routine Scheduling

We evaluate Rascal’s end-to-end performance: overheads and comparing DAG-TL

scheduling (Section 2.5.2) to baselines.

Dataset of Routines. We generated a suite of routines spanning diverse devices and

lengths—statistics of our routine dataset are shown in Figure 2.16. We have two arrival

workloads: (1) random, attempting to capture “background” routine arrival throughout the
24 hours of a day, and (2) random+bursty, a mix of 50% random and 50% bursty arrivals,
intended to capture “peak” times of activity, such as morning, lunch, evening.

Overheads. Table 2.3 reports Rascal’s process overhead under different polling strategies.

Adaptive polling is consistently more efficient than periodic—up to 63% lower CPU and
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Figure 2.17: Rascal’s relative resource utilization across varying routine loads. Rascal’s
CPU overhead is consistently low, while memory usage scales sub-linearly with the # concurrent
routines.

43% lower memory. Disabling polling (none) yields only marginal or inconsistent gains
(CPU q99 up to 68%, otherwise up to 33%), and memory can be worse. In fact, memory is
higher with no polling than with Rascal, indicating our automation-tracking memory
management outperforms Home Assistant’s baseline, which overuses external libraries.

Figure 2.17 illustrates Rascal’s relative resource utilization, calculated as the ratio of
utilization with adaptive polling to utilization with polling disabled (none). We vary
concurrent routine load from smart home scale (up to 10) to smart buildings and campuses
(up to 200). Both Rascal’s 99th percentile CPU & all memory metrics stay below that of
disabled polling. While mean (median) CPU usage peaks at ~ 2x at low loads (up to 20
routines) due to fixed scheduling upfront Rascal overhead, it then drops, stabilizing at
~ 0.6x (~ 0.1x). Relative memory rises with load but plateaus with 200 routines at
~ 0.8 x. This is the resource vs. benefit tradeoff entailed by Rascal.

Figure 2.18 shows Rascal’s rescheduling overheads with STF (Shortest Task First). For
both datasets, rescheduling time drops as action-length estimates increase, indicating that
overestimation reduces overhead—even with more early completions. The random+bursty
dataset achieves faster rescheduling time as the schedule is tighter at times and traversals
are faster.

Rascal Rescheduler Vs. Baselines. We compare two Rascal reschedulers (STF and RV,
Section 2.5.2.2: labeled in our plots as DAG-TL+STF and DAG-TL+RV respectively)

against three baselines. Our three baselines are: (i) FCFS (First Come First Served): strict
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Figure 2.21: Idle time comparison. Rascal
achieves at least 27% and 18% lower mean and
q95 values, resp.

spectively, vs. Baselines (three left groups).

no-overlap scheduling by arrival; (ii) FCFS-Post: a faster FCFS variant allowing a routine
to start once predecessor routines finish on all shared devices; (iii) Just in Time (JiT)
algorithm [45], a greedy, opportunistic approach.

Figures 2.19 and 2.20 show that (i) Rascal’s two variants (DAG-TL+RV and
DAG-TL+STF) perform similarly, (ii) Rascal’s slowest variant (DAG-TL+STF) finishes
routines 11% faster than the fastest baseline (JiT), and (iii) Rascal’s slowest variant’s wait
times are also lower—mean by 33% and q95 by 50%—than the strongest baselines (JiT and
FCFS, respectively). Figure 2.21 shows that Rascal reduces idle time (time a device is not
utilized) by 27% at mean and 18% at 95th percentile compared to the fastest baseline

(FCFS and JiT, respectively). In Figure 2.22, Rascal’s slowest variant increases the routine
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Figure 2.22: Latency comparison. Rascal achieves at Figure 2.23: Parallelism
least 25% and 55% lower mean and q95 values, resp. comparison. Rascal

achieves > 10% parallelism.

end-to-end latency average time by only 25% and 95th percentile by 55%, compared to the
fastest baseline (JiT and FCFS, respectively). Finally, Figure 2.23 shows that Rascal’s
least efficient variant achieves 10% higher average parallelism rates over the most efficient

baseline (JiT). Overall, Rascal’s rescheduling improves metrics by 10-55% over baselines.

2.8 Discussion

Action-length predictability and richer observability. Action lengths of some
devices (e.g., shades) are more predictable than others, e.g., a thermostat (HVAC) may
have seasonal variations, oven cook time depends on food, etc. Section 2.7 evaluated
representative devices that span this spectrum. More expressive observability (e.g.,
progress bars) may be feasible atop RASC, but it must be simple and accurate.
Causality expressiveness. Current automation interfaces (e.g., Alexa [29], Google
Home [30]) support limited causality expressiveness. Their IFTTT-style [22] rules struggle
with conditional, multi-stage dependencies. Future work could integrate expressive,
flow-based (and visual) systems like Node-RED [23] or Flogo [58].

Privacy. RASC does not alter the privacy posture of the deployment it runs in. All of its
polling, lifecycle-state tracking, and scheduling operate within the same administrative
domain as the underlying platform (e.g., a home running Home Assistant [39]): RASC
introduces no new data flows that cross the domain boundary, sends no telemetry to third

parties, and observes only device state that the platform already collects. A deployment
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that keeps its control logic on-premise therefore retains exactly the same privacy boundary
with RASC as without it. Domains with multiple users at differing authorization
levels—e.g., a smart factory where contractors are only partially authorized while
employees have full access—will already have privacy and access-control mechanisms of
their own. These are orthogonal to RASC, but integrating with them (so that observability
is granted only over the actions a given principal may see) is a prerequisite for deploying
RASC in such settings.

Scaling to many users. Smart spaces served by RASC range from homes to commercial
buildings, and larger spaces have correspondingly more users. For RASC, additional users
manifest primarily as scale—more devices under management and more concurrent actions
and routines—which is exactly the dimension Section 2.7 evaluates. Multiple users also
raise concerns that are orthogonal to RASC’s abstraction, such as the privacy and
authorization questions discussed above; addressing those is left to future work.
Maintaining conditions over long periods. Some automation goals are standing
rather than one-shot—e.g., keeping the floor clean when a pet drops food repeatedly
through the day. Such goals are typically programmed as one or more sensor triggers paired
with one or more routines, each invoked whenever a trigger fires, and are thus orthogonal to
RASC’s contributions: RASC makes every invoked routine observable, whatever triggers it.
Exposing tradeoffs and costs to users. The tolerance threshold @, (Section 2.4) lets
users trade detection latency against polling cost, but the value a user picks then applies
uniformly: RASC offers no way to adapt it to context. Different contexts warrant very
different settings. Our evaluation used @, = 2s for door actions, 3s for shades, and 30s
for thermostat actions (Section 2.7.1), and a household might reasonably want its front
door watched at (),, = 0.1s while the house is empty but only at 10s while someone is
home. Those two settings differ sharply in what they cost: at 0.1 s RASC must issue many
more polls and, under the minimum inter-arrival gaps that device APIs impose, may not be

able to meet the threshold at all (Figure 2.12), whereas 10 is satisfied with far fewer polls
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and correspondingly less network and energy overhead. Supporting per-context
thresholds—and showing what each setting costs before it is chosen—would let occupants

tune RASC to their priorities as those priorities shift through the day.

2.9 Related Work

Push-based Frameworks. RASC shares semantic roots with ROS (Robot Operating
System) actionlib [59], gRPC streams [60], and MQTT [61], which provide
goal-feedback-result lifecycles or push-based notifications. However, these frameworks
typically require device-side protocol changes. RASC is minimal.

Scheduling and Action Dependencies. A range of systems provide abstractions for
coordinating IoT and cyber-physical devices. Gaia [62], Bundle [63], dSpace [64], and
DepSys [65] offer middleware or dependency-based programming, but at coarse granularity
without action-level progress or dynamic scheduling. TransActuations [66], Rivulet [67],
and IoTRepair [68] strengthen safety through transactional or rollback semantics, yet
operate only at the level of instantaneous or fixed-length actions or routines.

SafeHome [45] and Hades [69] handle routine conflicts but not fine-grained dependencies.
In contrast, Rascal captures dependencies within as well as across routines, and our
schedulers ensure safety and serial equivalence even as actions progress unpredictably.
Dynamic Rescheduling. Classical resource-reclaiming in real-time systems [46], [47], [48]
captures slack from early tasks but assumes fixed DAGs and ignores late completions. Our
adaptation of RV and STF extends these ideas to IoT action graphs with cross-routine
serialization constraints, handling both early and delayed completions without violating
safety.

Observability and Failure Detection. IoT systems often rely on coarse timeout-based
detection or assume instantaneous actions [70], which is unsuitable for long-running tasks.
SafeHome [45] and Hades [69] provide some exception handling but not progress-aware

detection. Our adaptive polling provides fine-grained observability of start/complete
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events, enabling efficient and accurate failure detection without overloading the system.
Complementary HCI work surfaces this uncertainty to people rather than to the system:
predictive displays for teleoperation under delay externalize when a command takes effect
and how inputs map to motion [71], mirroring at the human interface the action-progress
visibility Rascal provides at the systems level. While pub/sub systems [72], [73], [74], [75]
are often proposed as alternatives, they are best suited for settings with many subscribers
across diverse topics. Rascal runs on a single central hub that subscribes to all topics, so
pub/sub offers little benefit, and polling remains the core challenge it addresses. The
histogram bucket problem [76], [77], [78], [79], [80] is analogous: both tasks require
selecting partition ranges (bins vs. polling intervals) under uncertainty, differing only in
the optimization criterion—e.g., minimizing error in density estimation versus balancing
observability cost and timeliness.

Commercial Systems. Commercial platforms such as Alexa [29], Google Home [30],
SmartThings [81], and Home Assistant [39] support limited forms of automation and do
not guarantee conflict freedom or robust failure handling. RASC generalizes them for
expressive DAG-based routines, with progress awareness and principled scheduling

guarantees.

2.10 Conclusion

RASC provides an expressive RPC alternative for IoT device collections such as smart
homes, smart buildings, etc. Our implementation, Rascal, supports observability by
detecting action completion and failures quickly, and programmability via fine-grained
causality dependencies, and assures safety and serial-equivalence. Rascal requires no
modifications to existing devices. Trace-driven evaluation showed that Rascal detects
completion within 2-13 RPCs and 2-16s over 90% of the time, even for actions lasting tens

of minutes. Our routine scheduling outperforms state-of-the-art baselines by 10-55%.
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Chapter 3 CoMesh: A Decentralized Control Plane for Commercial Edge IoT
Meshes

This chapter targets large commercial edge deployments—smart buildings, farms, and
factor- ies—in the smart space taxonomy of Table 1.1, addressing the smart-space
automation plane of smart-space control introduced in Section 1.1: where should control
logic run? We present CoMesh [15], the first fully decentralized, hub-less control plane for
Sense-Trigger-Actuate (STA) operations in large commercial edge IoT mesh networks.
Rather than routing coordination through a central hub or cloud, CoMesh keeps all
decision-making local to the mesh by organizing smart devices into overlapping subgroups
called coteries that collectively monitor devices and manage routines via zero-message
exchange protocols, quorum-based agreement, epoch-based migration, and locality-sensitive
hashing (LSH). The result is a self-healing architecture that adapts autonomously to device
failures, churn, and mobility without any human intervention or centralized oversight,
realizing a vision of edge-first smart environments that remain fully operational without
external infrastructure.

This chapter is organized as follows. Section 3.1 introduces the problem and surveys
the commercial edge landscape; Section 3.2 presents CoMesh’s design overview. Section 3.3
defines the system model. Section 3.4 describes CoMesh’s coterie mechanism, including
zero-message member selection, quorum-based agreement, epoch-based migration, and
LSH-based locality. Section 3.5 covers device and routine management, including
conflict-free actuation via distributed locks. Section 3.6 provides formal proofs of CoMesh’s
safety, liveness, and progress properties. Section 3.7 reports our Raspberry Pi deployment
results and Section 3.7.2 presents large-scale simulation results using real building maps.

Section 3.8 discusses related work and Section 3.9 concludes.
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3.1 Introduction

Commercial edge deployments with Internet of Things (IoT) devices are rapidly growing in
size and density. There are around 21 B connected IoT devices today, forecast to reach
roughly 40 B by 2030 [1]. Commercial settings are the next frontier beyond smart homes
(Figure 1.1). For example, smart buildings already account for around 2 B devices, and are
forecast to reach 4.12 B devices by 2030, with the building IoT market exceeding $100

B [5]. Other emerging areas for IoT deployment in commercial edges include smart farms
with sensors and robots [3], Industry 4.0 [4], battlefields [82], and indoor spaces like
warehouses [83]. Each of these market sectors is growing fairly quickly [84].

Because commercial settings have large physical footprints (unlike smart homes, which
are small), it is common for them to contain mesh networks among the IoT devices. Mesh
networking technology has matured using Wifi, Zigbee, Bluetooth, LoRa, etc. [85]. Industry
commonly uses IEEE 802.15.4, WirelessHart [86], or IEC [87] to build such IoT meshes. A
mesh network (a.k.a. an ad-hoc network) is robust, resilient, scalable, and enables control
without requiring a central operating unit (or hub), which may be prohibitive to set up, be
overloaded, or prolong latencies. These mesh networks usually contain a mixture of devices
that are “smart” devices capable of (small amounts of) compute and storage, along with
“simple” devices that can only receive commands. There is rich literature at the networking
layer, e.g., on how to build, configure, and perform routing in mesh networks [88], [89].
Sense-Trigger-Actuation of Routines. Sitting above this mesh network is the control
plane—this typically needs to execute three kinds of actions: Sense-Trigger-Actuate (or
STA). The control plane needs to first sense: continuously collect measurements from
multiple devices. Applications specify predicates, which are arbitrary Boolean clauses
involving multiple device readings. Whenever a predicate is satisfied, the control plane
needs to trigger a programmed series of actions, sending commands to several devices.
Third, because some of these actions may be long-running (e.g., mechanical movements,

repetitive actions, or time-based actions such as water sprinklers), the control plane needs
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to initiate and monitor actuation of these commands (at multiple devices) quickly and
efficiently. The key challenge is to actuate in an order that avoids conflicting actions on
devices [66], [90)].

This STA abstraction is commonly programmed via routines, available in Samsung
SmartThings [81], Amazon Alexa [29], Google Home [30], etc. A routine is a sequence of
commands that actuates multiple devices, wherein each command executes an action on
one device. Multiple routines may be active at any given time, while others remain
dormant (waiting to be triggered). A routine may be triggered either based on sensor
values (Boolean predicate), or at particular times, or a combination of these, or manually
by a human.

CoMesh reuses these familiar routine front-ends rather than introducing a new
programming interface. Figure 3.1 shows CoMesh’s programming workflow: a user authors
a routine through an existing graphical user interface (GUI) such as the Samsung
SmartThings app, which is exported as SmartThings’ internal JSON; CoMesh converts this
to its own JSON specification, which is then promulgated to the smart devices that
monitor and execute the routine. CoMesh likewise integrates with Amazon Alexa and
Google Home. Thus the abstraction a user sees is unchanged; CoMesh only changes how
the routine is managed underneath—in a decentralized, hub-less fashion.

This chapter focuses on management of such routine-based workloads running over
large commercial edge IoT meshes. Figure 1.1 (from Section 1.1) shows three emerging
edge mesh scenarios—a smart building (b), a smart farm (c), and a smart factory (d).
Some examples of routines follow. A smart office will have routines running day and night,
e.g., to: (i) raise and lower shades and thermostat, in response to sunlight and
temperature; (ii) change interior lighting as a function of occupancy; (iii) enable security
cameras and lock gates at 9 pm. A smart farm has routines that: (iv) water dry areas of
the farm when soil sensors detect dryness below a threshold; (v) trigger robots to inspect

crops. Routines might be triggered by sensors, time (fixed or periodic), or humans. For a
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Routi .
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below are met below is met
"name": "Auto Irrigation",
. "actions": [{
o Soil Sensor 1 wifns { "rtnId": "Auto Irrigation",
Smart Farm “and": [{ “conds": {
Humidity: Equal to or below 25 "lessThanOrEquals": { "kind": “and"
"right": { "opl": { L i
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_> h _>
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{...} "actDevID": "Irrigation_Actuator_1",
M, "newState": "Valve On",
igati “then": [{ “len": “50"
Irrlgatlf)n Actuator 1 s comand™: { },
E Smart Farm "devices": ["Irrigation_Actuator_1"]
main - Valve Duration: 50 .
Irrigation Actuator 2 SmartThmgs CoMesh
E Smart Farm JSON JSON
main - Valve Duration: 50

Figure 3.1: CoMesh Programming Workflow. Routines are authored in an existing GUI
such as the Samsung SmartThings app, and SmartThings’ internal JSON is converted to CoMesh’s
JSON specification before being promulgated to devices.

routine that is sensor- and/or time-triggered, its trigger clauses need to be monitored
continually so that after the trigger becomes true, the routine starts execution quickly.
Another key challenge in scheduling these routines is to avoid conflicts among routines,
i.e., two routines that actuate intersecting sets of devices should not be allowed to execute
concurrently, but instead be executed serially. Handling conflicts is an important and
difficult problem, but existing solutions [90] are centralized and hub-based.
Towards Cloudless and Hubless STA Operations. Commercial edge settings have a
strong requirement of uninterrupted operation. This has led to recent efforts that build
“Cloudless IoT” solutions across both industry [91] and open source [8], [9]. Benefits of
cloudlessness include: lower latency, stability (cloud outages do not affect local operations),
persistence (no effect of changing cloud services and APIs), lowered cost for providers (no

cost of running on cloud services?), and keeping operations+data private and local.

4Provider cost for a customer with 500 devices pinged every second, plus routine actuation, can be as
high as $2500 per month [11].
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Figure 3.2: Raspberry Pis CPU utilization. Our decentralized CoMesh reduces CPU utilization
significantly compared to the centralized Hub and 3-Hubs.

A cloudless commercialized edge has two possible design paths: (1) a local hub-based
solution, or (2) a hubless (fully-decentralized) solution. Preliminary work exists on the
former [8], and the latter [67]. Rivulet [67] is the first decentralized (hubless) IoT solution
we know of, and it is scoped on data streams and individual commands, not routines. No
existing system handles inter-routine conflicts, and with decentralization. This chapter
takes the next big step in making cloudless commercial edges hubless and fully
decentralized. The cloudless+hubless approach addresses concerns of the hub being
overwhelmed (Figure 3.2), and being susceptible to unreliability [92] and cloud
outages [10]. Figure 3.2(a, b), done with Raspberry Pis, shows that with more devices (i)
CPU load on the central hub rises rapidly and crosses 50% at just 64 devices, (ii) even with
3 central hubs sharing the load, the CPU load is high (30%) and has high variance. The
per-device CPU load is reduced by over 6x (beyond 64 devices, or 15 routines) vs the
3-hubs by our decentralized solution (CoMesh), at 5.2%-12.4%, and it scales (remains flat).
Regardless of load concerns, hubless solutions are paramount due to needs of user privacy
(of data & operations), cloud outage resilience, and lowering cloud costs.

Table 3.1 details the tradeoffs between CoMesh and an alternate solution that might
use multiple (N) hubs to coordinate device and routine actions. Overall, N-hubs can be
simpler as it uses static sharding, but this requires manual reconfiguration, e.g., when

devices are added/removed, hubs are added/removed. CoMesh dynamically reconfigures
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Table 3.1: N-hubs vs. CoMesh design trade-offs.

Property N-Hubs (Sharded/Hierarchical) CoMesh (this chapter)
Complexity Simpler at small scale Complex, but with correctness proofs
Devi
I evce Processing only at hubs Devices process, but load is balanced
mpact
Static sharding Spatial rebalancing via coteries

Manual reconfig via static sharding;

Deployment, gynamic reconfig needs CoMesh-like logic
Setup €

Dynamically reconfigurable with churn

. Hubs can overload Temporal rebalancing smooths long-term load
Scalability — -
Scalability limited by #hubs & inter-hub
A Scales well
coordination
Fault Limited resilience; hub faults disrupt many Tolerates up to f device faults via
Tolerance routines quorums,/migration
Resource Preferable for larger on-field setups with many
Preferable for small-scale setups .
Overhead devices

and scales arbitrarily, but comes with some level of complexity; we balance this complexity
with proofs of correctness. At its core, however, autonomous coordination among N hubs
will require coordination similar to CoMesh’s mechanisms. In other words, one can reuse
CoMesh’s core techniques to also implement a solution with N hubs, and be assured of
correctness.

A cloudless+hubless STA solution requires that all actions: (i) operate over the local
edge mesh, (ii) remain local, without requiring a connection to the cloud, and (iii) maintain

® in spite of local device failures.

fault tolerance
Contributions. We present CoMesh, the first system to realize a fully decentralized (i.e.,
hub-less and local) control plane for monitoring and management of routines over large

edge meshes. The contributions of this chapter are:

 Design and implementation of CoMesh, using a novel combination of techniques: (1)
distributed sense, trigger, and actuate operations over both space and time; (2) fast
coordination via zero-message exchange and quorum-based protocols; (3) distributed
coordination to ensure conflict-free actuation of routines; and (4) locality-based

hashing (LSH) to keep communication local. While some of these techniques are

5While this thesis only deals with crash failures, our decentralized approaches spread the attack surface
and are more secure than a centralized cloudless solution. Security is beyond the scope of this thesis.

63



. Smart Device |, . Sense\(Monitor)
@® Device '

. N ‘s“Lock\\\ Z oo . ////
Routine R - / _____________

Trigger (D1==0N) Routilfré R’s .
{ D2:=LIGHT_FADE Coferie .-
- .  — ..,
Actuate

Figure 3.3: Control Flow of CoMesh’s Sense-Trigger-Actuate Actions. Ad-hoc network
links are shown in the background. (For simplicity, all coteries are shown as hyper-local.)

known, CoMesh is unique in the way it combines them to solve STA challenges.

o Our Raspberry Pi-4 deployment experiments and simulations, using real building
maps and real routine workloads, show CoMesh is scalable, efficient, fault-tolerant,

and fast.

Our source code and datasets are available at
https://dprg.cs.uiuc.edu/traces/go.php?id=42 and

https://dprg.cs.uiuc.edu/traces/go.php?id=43.

3.2 Challenges and CoMesh’s Overview

Challenges of Decentralization. CoMesh’s goal is to design a hub-less, fully
decentralized, local, STA management system that relies on neither a single central hub nor
a cloud. CoMesh contains local distributed protocols running among smart devices which
have compute and memory resources (other simple devices without such resources may also
co-exist)—CoMesh requires only a fraction of devices to be smart. Smart devices may
include ToT devices, Raspberry Pis, home hubs, handheld devices (phones, tablets), etc.

CoMesh has to tackle five major challenges: (1) fully decentralized operation: sensing
(monitoring), triggering, and actuation of routines, without any reliance on centralization;
(2) conflict-free actuation of routines: no two routines that actuate intersecting sets of

devices should be simultaneously active [66], [90]; (3) load balance: of STA overhead both
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across devices and across time; (4) robustness: to tolerate failures of devices; and (5)
physical awareness: network load that is aware of the physical layout of devices.
CoMesh’s Overview. Now we summarize key internal components of CoMesh. Internally
CoMesh balances the STA load across both space and time. Spatial balancing divides the
STA load (of an erstwhile hub) across multiple smart devices. Since some devices may be
more popular (appear in more routines), and some routines run more frequently, temporal
balancing spreads the load from these “popular” devices and routines across smart devices.
CoMesh implements such balancing by using coteries—subgroups of smart devices
responsible for devices and routines. For Spatial balancing there is: (i) a separate coterie
for each device, responsible for continually sensing that device, and (ii) a coterie per
routine to handle its triggering, actuation, and conflict-free execution. Figure 3.3 depicts
that a routine’s coterie coordinates with the coteries of all its trigger-clause devices as well
as coteries of its actuated devices, in order to ensure conflict-free operation of routines. To
reduce coterie count further, CoMesh multiplexes multiple devices/routines into the same
coterie. This means that a given device may belong as a member of multiple coteries, but
there is still exactly one coterie to monitor a given device, and exactly one coterie to
manage a given routine.

Coterie selection comes in two flavors—hashing-based, and locality-sensitive-hashing
based which keeps coterie communications local. Within each coterie we carefully design
fast and cheap IoT coordination via quorum-based agreement, leader election, and
tolerance to coterie leader and member failures. Specifically, to tolerate f failures in the
system, it is sufficient for each coterie to contain k =(2f + 1) members.

Temporal balancing proactively migrates membership of coteries over time across nodes.
To make it fast and cheap, CoMesh uses zero-message exchange protocols for
selection—“zero-message” means that any smart device (in the fast path), without
exchanging any messages, can calculate the current membership of any coterie. This

mechanism uses zero foreground messages, relying instead on constant background
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Table 3.2: Key Terms used in this chapter, with examples for Figure 1.1b.

Term Description

Any IoT device in the system.

Device Ezample: lights, locks, shades, TVs, thermostats, fridges.

A message sent to, and associated action executed by, one IoT device.

Command Ezxample: close shades.

A sequence of commands. Triggered by time, or a set of triggering
Routine clauses, or manually.
Example: At 9pm, turn off all lights and lock all doors.

A device that has (small) memory and computation capability.

Smart Device () Ezxamples: fridges, thermostats, TVs.

An IoT Device that is not a Smart Device, like a sensor or actuator.

Simple Device (D) Ezamples: lights, locks, shades.

bandwidth from the weakly-consistent membership protocol. This reduces both complexity

and convergence time.

3.3 System Model

We assume a crash-recovery model: IoT devices may fail (crash) at any time, and then
recover. We do not target Byzantine (malicious) faults. As is traditional in fault-tolerant
literature, we assume that only up to f simultaneous crash failures occur in the system.
The value of f can be calculated from deployment settings, e.g., in a smart building, by
setting f to the number of devices in the largest power domain.

Table 3.2 summarizes key terms used in the paper. We assume a subset of devices (> 3)
are smart devices, equipped with (small) memory and compute capability—other simple
[oT devices may co-exist, capable only of receiving commands, responding to queries, but
not executing computations.

Since [oT devices are typically fixed early in the operation of a smart building or smart
farm, we assume that the locations of devices are known (we perform mobility experiments
later). We assume an asynchronous system with unsynchronized clocks, where messages
may be dropped.

Smart devices communicate via a mesh, i.e., a wireless ad-hoc network containing
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device-to-device Wifi links. Meshes are known to be robust even when large fractions of
nodes fail [93]. However, links can be lossy. An ad-hoc routing protocol [94] exists among
devices in this mesh. We assume any smart device can send a command to any IoT device.
Finally, CoMesh is layered atop a weakly-consistent membership service, e.g., Fuse [95], or
Medley [96]. Such a membership protocol, running over an ad-hoc network, maintains a
(nearly) full membership list (of all alive IoT device IDs) at each smart device, delivering
updates only eventually. Like Medley [96], CoMesh assumes known device locations. Either
precise (e.g., via a digital twin and map), or approximate device locations from localization

algorithms work [97].

3.4 CoMesh’s Mechanism of Coteries

CoMesh balances the STA load across space and time by using coteries—subgroups of
smart devices, monitoring devices and managing routines. A coterie is configured with a
(system-wide) parameter named k. To tolerate f system-wide failures, we set k = (2f + 1).
We present coterie internals (selection, election, quorum: Section 3.4.1), temporal

migration (Section 3.4.2), failure response (Section 3.4.3), and locality (Section 3.4.4).

3.4.1 Coterie Operations: Selection, Leader, Quorum

CoMesh’s coterie selection needs to: (i) be load-balanced, and (ii) use a minimum number
of messages. While some communication is unavoidable in any distributed system that
aims to be fault-tolerant (e.g., pinging, membership, etc.), our key observation is that
expensive distributed computing protocols (e.g., leader election, member selection, etc.)
can be replaced with inexpensive “zero-message” variants.

Load-balanced Member Selection via Zero-message Exchange. A smart device
with ID S discovers if it is present in a coterie for a target device with ID D by calculating
a consistent hash: Hash(S, D) [98], [99]. The alphabetically lowest k hashed IDs across the

entire system are then the approved coterie members. This design is inspired by the idea of
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cryptographic sortition [100]. Notice that, given a fixed hash function (e.g., a
cryptographic hash like SHA-1), any arbitrary smart device can calculate the entire
membership of any coterie by calculating this hash function on all known node IDs. With
correct membership lists, this takes zero messages.

Leader Election. The coterie’s goal is to fault-tolerantly replicate the state of its
assigned entity (device or routine). To make its operations efficient, each coterie elects a
leader, selected as that non-faulty coterie member with the lowest hashed value

Hash(S, D). Along with using the zero-exchange mechanism for election, CoMesh ensures
the leader is actually alive by running the (well-known) Bully election algorithm to quickly
confirm the leader [101]. Bully election is attractive as it is fast in the common case: 1
round-trip time (RTT) for lowest-hashed coterie device (leader) to inform others in the
coterie. Under failures Bully algorithm takes a worst case of 5 RT'Ts.

Quorum Agreement. Fast agreement in a coterie is done via quorums. In a coterie of
size k = 2f + 1, anyone in a group (typically the leader) sends a message to all M
members, and waits for acknowledgments from at least (f + 1) members. Thus with f
failures, at least one surviving coterie member knows about the latest decisions in the

coterie, and can communicate it to future leaders.

3.4.2 Epoch-based Coterie Migration

While Section 3.4.1’s hashing provided spatial load balance, for temporal load balancing,
CoMesh migrates each coterie membership periodically. Epoch lengths are fixed
system-wide. (Different coteries can migrate at different times.)

First, we extend the hash function for the selection to include the epoch number F,
making it Hash(E, S, D). E is incremented by 1 on each epoch change. When an epoch
expires, Algorithm 3.1 executes. Epoch changes are initiated asynchronously by the leader
of the old coterie. When the new coterie leader acknowledges to the old coterie leader that

it has received all the state (line 5), the old coterie leader can delete its old coterie state.
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Algorithm 3.1 CoMesh Coterie Migration

Require: epoch E, current smart device .S, smart device set &, monitored device set D, old coterie M ; 4,
old leader L, 4
Ensure: D’s coterie migration
1: M4 + calc_members(++FE, D, S) > Using Hash(E, S, D)
2: L., «+ leader_ election(M )
3: if S==1L_;, then
Replicate states to Ly,
Receive and ack CHANGEOVER from L,
Send CHANGEQOVER to M ;4
else if S == L, then
Receive state, from L ;4
Replicate statey, to quorum of M,
Send CHANGEOVER to L,

—
o

VvV VVy

7 N N
[o7le)
RPN

After line 6, an old coterie node can delete its old state for that coterie. During
Algorithm 3.1’s execution, no monitoring operations occur in the coterie. This means that
old coterie members and the old leader cease all coterie operations at exactly the epoch
changeover boundary. In practice, the epoch change is fast enough that this gap in
monitoring is small, as shown by our experimental results. After the migration, all normal

coterie operations resume.

3.4.3 Failure Response: Coterie Updates

If a device N; fails, the decentralized failure detector layer informs all other smart devices
of its failure. Because CoMesh’s operations remain correct for group size k € [f + 1,2f + 1]
(a majority is still present), we trigger a coterie update only when f smart devices have
failed (rather than on each failure)—this keeps the overhead of failure response low.

If the failed device N, was a leader of a coterie, this triggers Section 3.4.1’s election.
This new leader needs to reconstruct the state from all the members in the coterie. This
state is correct because of past quorums across at least f + 1 coterie members, so the new
leader receives each past update from at least one non-faulty member. Once reconstructed,
the leader sends this state to the coterie and waits for confirmation by a quorum (f +1). If

the new leader fails during reconstruction, the election is re-run, and this process repeats.
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Algorithm 3.2 CoMesh LSH Majority Selection Rule

Require: Monitored device set D, smart device set S
Ensure: Selected smart device list R of size f + 1
1: Initialize N < a random device in D

{Bg } + {LSH(S,)} for all §, € S > buckets
By « LSH(N)
R < {8,} where Bg = By > same bucket
if size(R) < f+1 then

Bieigh < LSH(neighbors of N)

R < R Usmart devices in B

neigh
if size(R) > f + 1 then Truncate R to size f + 1
else Add random smart devices to R until size(R) = f+ 1

return R

H
<

3.4.4 Grouping and Locality-Sensitive Hashing

Since CoMesh is running over an ad-hoc network, two issues arise: (i) the sheer number of
devices and routines creates too many coteries, (ii) if coterie members are randomly
selected (hashed), they will be spread out, making intra-coterie coordination slow and
bandwidth-hungry.

1. Limiting the Number of Coteries. We use a genetic k-means clustering

algorithm [102] to group the devices. Each resultant device group is assigned to one
coterie. For routines, we pick a random device from its trigger set as its representative, and
that device’s coterie becomes the routine’s coterie.

2. Locality-Sensitive Hashing. Selecting coteries randomly (Section 3.4.1) spreads the
coterie members all over the network, slowing down both intra-group (election, quorum)
and inter-leader operations. A challenge is to make coterie selection local while retaining
spatial load-balancing benefits of hashing. We use physical device locations and adapt
ideas from locality-sensitive hashing (LSH) [103]. In IoT, LSH has been used for flows [104]
and outlier detection [105], but CoMesh is the first to adapt LSH for coordination
protocols. Our LSH-based selection is compatible with zero message exchange protocols
described earlier (Section 3.4.1). Classical LSH [103] hashes similar multi-dimensional
vectors into the same “buckets” with high probability. Algorithm 3.2 details how CoMesh

selects a device coterie’s f+1 majority using LSH.
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Note that Algorithm 3.2 selects only the (f+41)-member majority of a coterie locally
(via LSH); the remaining f members are spread across the network by the base consistent
hash (Section 3.4.1). This split is deliberate: keeping the (f+1)-quorum local makes the
common-case intra-coterie operations fast, while spreading the other f members ensures
that a correlated failure of a single locality cannot wipe out an entire coterie. For example,
an entire power domain may lose power at once; by our rule of thumb for setting f
(Section 3.3), a power domain holds fewer than f+1 smart devices, so at least one nearby
coterie member always survives such an outage.

At each epoch, we also desire a coterie to migrate only “nearby” so that STA traffic
stays local, and state transfer to new coterie is fast.

The device’s location vector is d-dimensional and the state vector of a smart device is a
2d-dimensional vector that combines the device’s location with the average location of all
devices it monitors, to preserve locality. For example, let d = 2 and (z Si’yS) denote smart
device S;’s coordinates. Let {(z;,y;)}72, represent the coordinates of the m devices
monitored by S, during a given epoch. The averaged location of the monitored devices is:
Tove = = Z;n:l Tiy Yave = = Z;n:l y;. Thus, the state vector of smart device S; at this
epoch is: (x S, US,s Taves Yave): For simple devices, we append the location vector
(21, ...,24) so that all devices have the same dimensions for LSH.

CoMesh uses the LSH function h j, = L%J, adapted from [103]. To reduce the
probability of differing vectors being bucketed together, CoMesh includes two further
optimizations: (i) concatenate hash functions, i.e., H = (hq, ..., h,,)); and (ii) use multiple
(1) hashes. Thus CoMesh uses H = {Hy, ..., H;} = {(hq1, s i)y ooy (Bppyeos By )

Table 3.3 summarizes the aforementioned LSH parameters.

Figures 3.4a and 3.4b show that increasing m over-clusters devices while raising [, r

does the reverse. By default CoMesh sets m = 2,1 = 2,r = 4. This has clear benefits across

system sizes. Figure 3.5 evaluates 2D grid topologies ranging from 50 to 1000 devices, with

the default parameters. The average quorum distance (Figure 3.5a) grows roughly linearly
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Table 3.3: Summary of LSH parameters used in CoMesh.

Symbol Definition Default
a Random Gaussian vector, same dimension as v [106] —
b Uniform scalar in [0, 7) —
r Size of quantization interval 4
m Number of concatenated hash functions 2
l Number of independent hash groups 2
> 3¢ ¢ 3¢ 3% 0.8
41 5 RANDOM policy 0.6
31 LSHMix different m 0.4 | =¥ RANDOM policy
2 1 LSHMix different m
— 02 :
41 . . == ?{ANDOM;olicy 0.6
3 LSHMix different | 0.4 | =¥~ RANDOM policy
24 0.2 LSHMix different |
5 " " s s 0.8] » *
4] . " ¢ RANDOM ;olicy 0.6
3 LSHMix different r 0.4 =)~ RANDOM policy
24 0.2- LSHMix different r
1 2 3 4 5 6 1 2 3 4 5 6
(a) Average quorum distance. (b) Average coterie overlap.

Figure 3.4: Average quorum distance and coterie overlap for different selection policies
and parameters. N = 500, #smart devices = 200.
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Figure 3.5: Average quorum distance and coterie overlap for different system sizes N.
2D grid, default m = 2,1 =2,r = 4, 40% smart devices.

with system size under random selection (from about 2.4 to 5.4), but stays small and
nearly flat under LSHMix (about 1.7 to 2.0). The average coterie overlap—the number of
members a coterie retains across two consecutive epochs, which lowers state-transfer cost at

epoch changes—is consistently higher under LSHMix than random (Figure 3.5b).
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Table 3.4: Average number of coterie member candidates for different system sizes N
(40% smart devices).

# devices (N) 50 250 500 750 1000
# candidates 13.0 34.1 50.8 52.8 66.9

Although LSHMix’s overlap drops for large N (Figure 3.5b), it remains well above
random’s. The drop is explained by Table 3.4: as the system grows, each coterie has more
candidate members, so the probability of re-selecting the same device in consecutive epochs
shrinks. One can also tune LSH parameters to reduce the candidate count without hurting
quorum distance—e.g., at N = 1000 with m = 3,l = 2,r = 4, the average number of
candidates is 21 and the average quorum distance is 2.4 (vs. 5.3 for random coterie

selection).

3.5 Managing Devices and Routines in CoMesh

We now describe how CoMesh builds sense-trigger-actuate management of devices and

routines atop Section 3.4’s coteries.

3.5.1 Device Management

In CoMesh, each device is assigned to its unique coterie, named the device coterie. This
coterie is responsible for continually sensing the device, i.e., tracking the up/down status of
the device, and the latest state of the device (e.g., temperature readings for a thermostat).
The leader of the device’s coterie (henceforth called the device leader) keeps track of the
device’s latest status. The device leader periodically “polls” the device for its state.
(Alternately, if the device supports it, it may receive “pushes” of state change from the
device itself.) If the device does not respond within 2 RTTs, the device is presumed failed,
and the device leader notifies all smart devices in the topology via a flooded message. If
the detected state of the device D (received in the ack) differs from its latest recorded state

at the device leader, the device leader sends this new state to all leaders of the routines
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which contain D in their triggering clauses.

3.5.2 Routine Management

Recall that a routine consists of an arbitrary boolean trigger clause (on multiple devices
and their states) and a set of commands to execute after the routine is triggered. Call the
set of devices in the former the trigger set and the latter devices as the command set.
(These sets may or may not overlap.)

CoMesh assigns each routine to its unique coterie, named the routine coterie. This
coterie is tasked with triggering, and actuation (execution) of the routine. The sensing is
done by device coteries (Section 3.5.1). The leader of the routine’s coterie (henceforth the
routine leader) communicates with the device leaders of its trigger set in normal times
(when the routine is not triggered). Once the routine is triggered, the routine leader
communicates with the device leaders of the command set.

Recall that CoMesh needs to prevent conflicting routines (actuating intersecting device
sets) from executing concurrently. CoMesh uses “virtual” locking of devices (inspired by
[90]). Before a routine starts, it needs to acquire locks for all devices it might affect, and
when it ends it releases all locks. Thus a routine may be in one of the following states
(maintained at its coterie): (i) NOT_TRIGGERED, (ii) ACQUIRING_LOCKS, (iii) EXECUTING, and
(iv) RELEASING_LOCKS.

The routine leader contacts the device leaders of each device in the routine’s trigger set.
Whenever a device leader sends an updated state to the routine leader (Section 3.5.1), the
latter checks if this state change satisfies the trigger clause for the routine.

Once a routine is triggered, its routine leader changes its state from NOT _TRIGGERED, to
ACQUIRING_LOCKS, and replicates the state to all coterie members. The routine leader
awaits (f + 1) responses, including itself, then acquires (virtual) locks to all devices in the
routine’s command set, and executes the commands. Finally, when the routine is finished

the routine leader releases all locks to the command set’s device leaders.
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The lock for a given device is only maintained in that device coterie (rather than the
routine coterie)—this allows multiple routines to compete for locks. For a routine to
acquire a device’s lock, the routine leader contacts the device leader. (If the routine leader
is unaware of the current device leader, it contacts all device coterie members, known via
Section 3.4.1’s zero-message exchange protocol, to find the leader.) The message is retried
until a response is returned or the coterie member is detected as failed. In that case, a new
member is recruited, synced to the current state, and queried anew.

The device leader maintains a wait list of routines requesting a lock, and grants only
one lock at a time (in FIFO order). When a routine leader releases a lock (at
RELEASING_LOCKS stage), the device leader dequeues the next entry from the wait list,
sends a request to all its device coterie members, and waits for (f + 1) acks, before giving
the lock to this requesting routine leader. When a routine leader has acquired all locks for
its actuated devices, it changes the routine’s state to EXECUTING, communicates this to all
routine coterie members, waits for (f + 1) acks, and then starts issuing the commands for
the routine. Each command is routed from the routine leader directly to the device.

CoMesh can acquire locks either serially or parallelly:

1. Sequential Lock-Acquiring (SLA) Strategy. The routine leader acquires locks
sequentially. If locks are acquired in increasing order of device ID, this prevents deadlocks
(no cycles) among routines with conflicting device sets. The SLA strategy can be slow
when there are no or few conflicts.

2. Optimistic Lock-Acquiring (OLA) Strategy. This approach attempts to acquire
all locks for its (desired) devices simultaneously. If any lock request fails, the routine leader
releases all locks it acquired, and retries all again. To prevent message implosion, retries

occur after a backoff timeout. OLA can be slow when routines’ command sets overlap.
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3.6 Formal Analysis

We formally analyze CoMesh’s properties. For the reader who wishes to skip this section,

we summarize our findings:

o Inheritance: When a coterie changes, the state held by the old leader and new leader

are identical.

o Safety: No two routines that touch an overlapping set of devices, are allowed to

execute simultaneously.
o Liveness: No routines deadlock.
o Progress: Every routine makes progress.

o We also calculate the (probabilistic) availability of the system when more than f

devices fail.

3.6.1 Inheritance

Definition 3.1. Inheritance means that given a coterie, the old and new versions of the

coterie—before and after epoch change, or after leader failure—maintain identical state.

For a device coterie, the state transferred to the new leader includes: the device’s
current availability, and the lock queue. For a routine coterie, the new leader should

receive: the routine state, and the IDs of devices already locked and released.

Lemma 3.1. [Inheritance is guaranteed if at most one node fails during state transfer.

Proof. We consider two cases that trigger state transfer:

Case 1-Leader Failure: Upon coterie leader L,’s failure, the new leader L, requests and
receives from all coterie members, their local coterie state. L, includes a(ny) state entry e
in the recreated state if and only if there is at least 1 received state that contains e. For

the device coteries, every routine request in its lock queue is tagged with a sequence
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number denoting when it reached D,’s coterie leader—L,, uses these to sort the queue.
Since each routine entry e in the lock queue was replicated by at least a quorum of coterie
members before the old leader L ’s failure, L,, is guaranteed to receive the exact same set
(and sequence) of routine requests as L.

Case 2-Epoch Change: New leader L,, receives old leader L, ’s state. The single failure
during state transfer may be:

Case 2a—L,, fails: L, detects L, ’s failure, and requests states from all old coterie
members. This becomes Case 1.

Case 2b—L,, fails: A new leader L, is elected (as per protocol) and requests state from

L,.
Case 2c—member of old coterie fails: This does not affect state transfer between L,,
and L,.

Case 2d—member of new coterie fails: A new node replaces the failed one, and it gets

the new state from L,,. O]

Lemma 3.2. [nheritance is guaranteed if there are at most f node failures during state

transfer.

Proof. If either there are no epoch changes (Lemma 3.1: Case 1), or failures happen
only among non-leader members during epoch change (Lemma 3.1 Cases: 2¢, 2d), each
routine entry e is maintained by at least f + 1 — f = 1 alive nodes. Thus, Lemma 3.1:
Case 1 will recreate state correctly.

Upon epoch change, if old leader L, fails before new leader L, gets state, L,
(Lemma 3.1: Case 2a) reconstructs the same state as L, since each state entry e is
maintained by at least f +1 — f =1 alive old coterie nodes. Repeated L,, failures cause
the new leader to re-attempt state reconstruction.

It L, fails before L,, Lemma 3.1: Case 2b applies. O

7



3.6.2 Safety

Theorem 3.1. [Safety| No two routines that conflict in devices (i.e., their touched device

sets are not disjoint) can execute simultaneously, under at most one node failure.

Proof. Given routines R, R, that conflict in devices, we analyze OLA and SLA
(Section 3.5.2) separately.

SLA: Let D, be that shared device with the minimum ID. If D,’s coterie leader L, does
not fail, by definition, at most one routine can reach quorum and therefore acquire the
device lock. During leader transition, all new requests are queued at the new leader L,,.
Hence, we only discuss outstanding requests that have been approved when L, fails:

Case 1: If L, fails before it has replicated the request from R; to a quorum of coterie
nodes, R,’s coterie leader resends R;’s request after a timeout of not receiving an
acknowledgment.

Case 2: If L, fails after replicating R,’s request to a quorum in the coterie, new leader L,,
will receive R, from this quorum.

Case 3: If L, fails after R;’s request reaches the top of the lock queue, two sub-cases
occur: (3a) Request approved by a quorum of nodes: new leader L,, marks R, as the
approved routine and notifies R,’s coterie leader. (3b) Request has not yet reached
quorum: L,, adds R; to the lock queue.

Case 4: If L, fails after it has sent a Locked message to R;’s coterie, L,,: 1) re-constitutes
the lock queue from surviving nodes, and 2) (re)notifies R,’s coterie leader of its approval.
OLA: For a device D,, touched by R, & R,, if D}’s coterie leader L, does not fail, only
one of R, Ry can reach quorum and be approved to lock D,. If L, fails, four cases arise:
Case 1: If L, fails before the quorum’s pre-lock replication ack, new leader L,, will have
no record of it. R;’s coterie leader will resend the request after a timeout.

Case 2: If L, fails after quorum replication but before hearing back from R;’s leader (to
lock for execution or release due to failed pre-lock), L,, will know R, has pre-locked D,

from its group members, and resend pre-lock information back to R;.
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Case 3: If L, fails after hearing from R, (lock acquisition/releasing), but before getting a
quorum acknowledgment, R,’s coterie leader will resend the request after a timeout.
Case 4: If L, fails after it has locked D, and notifies R;’s coterie L,: 1) re-constitutes the

state from surviving nodes, and 2) (re)notifies R;’s coterie leader of its approval. O

3.6.3 Liveness
Theorem 3.2. [No Deadlocks] No routines deadlock.

Proof. Each of SLA and OLA violate separate necessary conditions for deadlocks. SLA
avoids “wait for” cycles among routines, since routines only wait for higher-ID devices
than they have already locked. OLA violates the “hold and wait” condition since
routines do not wait (and instead abort) for any already-locked devices. Leader change
and failure do not affect device locks held by CoMesh. Meanwhile Lemmas 3.1 and 3.2
guarantee inheritance. Thus lock assignment is not influenced by leader changes and

failures, i.e., there is no deadlock. O
The following theorem can be applied inductively.

Theorem 3.3. [Progress/Liveness| Consider a set of executing routines R still waiting
to acquire 1 or more locks, and a set of devices D they are waiting for. If no further
routines arrive into X, and SLA is used for locking, then: at least one routine from the set

R will make progress (i.e., get access to one more device among the devices that it desires).

Proof. Consider the highest-ID device D in set 2, and the routine R that currently
holds the lock on D. R cannot be waiting for any further locks (otherwise D would not
have the highest-ID in D). When R eventually completes, the routine at the head of D’s

queue will get access to D. [

For OLA, an adversary may always be able to prevent two competing routines from
making progress. However, in practice, we observed that OLA makes fast progress. We use

SLA as the default in the CoMesh implementation.
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Figure 3.6: Probability P(F') of CoMesh running correctly under different parameters.
Default S =100, G =30,k =2f + 1.

3.6.4 System Availability

Given S smart devices, G coteries each containing £ members, and F' = total actual node
failures during a run, we calculate the availability P(F') = probability that CoMesh still

works correctly under F' total failures, i.e., all coteries contain > (f 4+ 1) non-faulty nodes.
1. When F < f, P(F) = 100%.

2. When F > f, the availability is:

P(F) = P(at most f failures across all coteries)

> 1-—

G
P(> f failures in one coterie)

=1
min(k, F) <k> (ka)

— t)\F—t
R P
t counts the number of failures in a coterie, ranging from (f + 1) to min(k, F'). The
denominator counts all possible F' failures in the system. The numerator’s (i) left term
counts all ways of selecting ¢ failures in a coterie of size k, and (ii) right term shows the
selection of the remaining (F' — t) failures.
Figure 3.6 plots this equation. Beyond F' > f, Figure 3.6a shows CoMesh provides 50%

of availability when F' grows as high as 2x f. Figure 3.6b shows that to reach a specific
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percentile of availability p, CoMesh’s tolerated F' drops very slowly, indicating scalability

with the number of groups.

3.7 Experimental Evaluation

We present: (i) Raspberry Pi Lab Deployments (Section 3.7.1) driven by mini-maps of a
smart building and a smart farm, (ii) Large-scale Simulations (Section 3.7.2), & (iii)

Map-based Simulations with real Routine workloads (Section 3.7.3).

3.7.1 Raspberry Pi Deployments

We implemented CoMesh in Raspberry Pi (RPi) 4, via 12.9K lines of Java code. Our
deployments use commercial RPi 4 model B, with 2GB of LPDDR4 RAM, Broadcom
BCM2711 quad-core CPU of 1.5GHz Cortex-A72 cores, and communicating via WiFi. To
implement the central approach, we use an additional 17" Pi device as the central hub. To
create the mesh topology, we attenuate RPi’s strong signal by consistently wrapping each
device in aluminum foil to lower transmission power to 15dBm [90]. We use OLSR
routing [94] as it is standard in Pi 4s. For membership, we use Medley [96].

CoMesh is configured to use coteries with expected k = 3 smart devices per coterie, and
a device coterie monitors its devices every second. The default locking is SLA locking
(Section 3.5.2). To avoid cold start biases, we start measurements 10 s after CoMesh is
initialized. Each data point involves at least 5 trial runs with different seeds. Epoch length
is 60 s.
Routine workload. Multiple routines may be triggered independently and
simultaneously; the same routine is never re-triggered within 10 s of its own previous
invocation. For each routine, its number of triggering (resp. actuated) devices is drawn
from a Gaussian distribution ranging from a low of 2 (resp. 1) to a high of N /4, with a
mean of 2 and a standard deviation of 1; triggering and actuated devices are then chosen

uniformly at random. We inject new device-state events uniformly every [0.5,1] s.
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Figure 3.8: Deployment: Raspberry Pi Topologies. From Figures 1.1b and 1.1c.
Figure 3.7 shows the CDF of the resulting routine inter-arrival times for each of our device
counts (N = 4,16, 64, 144).

We implement the two Pi topologies shown in Figure 3.8, based on Figures 1.1b
and 1.1c. They are: (i) a Mini Smart Building topology (MOB in plots), based on the

L-shaped map of the Smart Building from Figure 1.1b; and (ii) a Mini Smart Farm topology
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(MSF in plots) based on Figure 1.1¢, modeled via a 4 x 4 2D Grid. Each covers an area of

4 meters x 4 meters. Note the MOB topology’s diameter (in hops) is higher than MSF’s.
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CoMesh Consumes Less Bandwidth than a Central Hub. Figure 3.9 shows

decentralized CoMesh’s bandwidth per smart device, both end-to-end (E2E) messages, and

ad-hoc routed (hop-to-hop/H2H) messages. For fair comparison, we model a central hub

over a mesh network (Section 3.1) by instantiating CoMesh with k£ = 1 and one coterie, i.e.,

a single centralized device responsible for all routines” management. We observe that: a)
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CoMesh reduces bandwidth by an order of magnitude (over 10x) compared to the
centralized approach. b) Both end-to-end bandwidth and hop-to-hop bandwidth are
scalable and remain flat, as the number of routines grows. ¢) Bandwidth of foreground
operations (e.g., locking) remains small compared to background bandwidth (e.g., device
monitoring).

CoMesh Scales with Routine Load. Figure 3.10 shows two per-routine metrics. The
Lock Acquisition time is the average time for a routine to acquire a device lock after it
becomes available. We observe the Lock Acquisition time varies between 3.41 s - 13.02 s.
As the routine count increases, the median remains stable for Mini Smart Farm (MSF),
and rises slightly for Mini Smart Building (MOB) due to longer diameter and route
competition. The second metric is Sync delay, the handover time from a finishing routine
to the next already-waiting (conflicting) routine starting its first command. We observe
that with more routines, Sync Delay stays stable for both MOB and MSF, with medians
between 10.23 s - 20.833 s.

CoMesh Scales with Number of Devices. We scale up by overloading each (of the 16)
Pi devices as multiple “virtual devices” (henceforth “nodes”). The rest of CoMesh’s
operation remained the same. We inject 20 routines over 10 mins in the MSF topology.
Figure 3.11 shows that up to 144 devices both end-to-end (E2E) and hop-wise (H2H)
bandwidth drop with scale, and plateau. Background bandwidth (lower stack) plateaus
quickly as the number of node coteries increases at the same rate as nodes, thus spreading
load evenly. Foreground bandwidth drops much quicker as the fixed 20 routine coteries
(20) are spread over an increasing number of nodes.

Figure 3.12 shows that both startup times for a routine—Lock Acquisition time and
Sync delay—rise slowly but then plateau with scale. Essentially, with more nodes,
inter-routine conflicts become rarer. Median Lock Acquisition time stays in 2.97 s - 34.71 s,
and Sync Delay median is in 8.01 s - 19.04 s.

CoMesh Internal Operations are Fast. Table 3.5 shows that in MSF topology on the
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Table 3.5: Coterie Latencies in Mini Smart Farm topology.

Coterie delay (seconds) median mean q90
Quorum reply 1.0805 1.4021 1.4962
Leader election 1.1675  1.4913 1.9249
State transfer 2.0750  2.8468 3.1390

Table 3.6: Default parameter values for simulation.

Parameter

Default value

# total devices (V)

# failures for completeness (f)
coterie size (k)

# smart devices (S)

epoch length

max routine length

avg devices per routine

# devices managed by a Coterie
node bandwidth cap

coterie selection policy

device cluster policy

leader election policy

default LSH parameters

250

2

5

100 (40% of all devices)
200 time units

5 commands

5

25

625 KBps/5Mbps
LSH-random mix
locality

LSH smallest hash
m=21=2r=4

Pis, CoMesh’s common operations are fast and take a median of 1.08 s for quorum, 1.17 s

for election, and 2.08 s for state transfer during epoch change.

3.7.2 Large-Scale Simulation

Our second set of evaluations measures CoMesh at larger scales with 100s of devices, via
simulation. Since existing simulators like NS3 [107] have known scalability issues beyond a
couple of hundred nodes, we wrote a custom simulator that is scalable but models
bandwidth on network hops. We measure both: i) user-facing metrics, e.g., routine startup
latency, load balance, etc., and ii) microbenchmarks of coterie operations.

Our simulator is written in Java and comprises 17.2K lines of code. Table 3.6 shows
default parameter settings. 1 time unit in simulation is equivalent to 1 ms of real time. It
models network contention by scaling down network bandwidth based on density:

bandwidth from device A to device B is the default node bandwidth divided by A’s 1-hop
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neighbor count. The default node bandwidth (Table 3.6) was set based on reports in user
complaints at online IoT forums [108]. Latency on each hop is fixed at 1 time unit (we
later vary hop latency). Ad-hoc routing uses Dijkstra’s algorithm. Varying the fraction of
smart devices from 5% to 40% had no discernible effect on coterie latencies—so we use 40%
smart devices by default.

We use three connected network topologies: (1) 3D grid, (2) Random, and (3)
Clustered. We use LSHMix (Section 3.4.4).
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Figure 3.13: Client Delay: Sequential (SLA) vs. Optimistic (OLA) Lock-Acquiring
Strategy, in three topologies. 1 time unit is equivalent to 1 ms of real time.
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Figure 3.14: Client Delay and Sync Delay
when 40% of the smart devices in a grid
topology experience churn (either a join
or a failure).

Figure 3.15: Client and Sync Delays of rou-
tines under failure vsChurn fraction and
packet Drop rate (80% smart devices).

Client Delay. Suppose there are no routines active. Then, if one routine’s trigger
conditions are activated, the time until executing its first command is the client delay—this

measures a routine’s cold-start time. Client delay includes time for the routine coterie to
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detect (and replicate) the trigger, lock all of its actuated devices, and start execution. In
Figure 3.13, we observe that CoMesh’s client delay scales (increases gently) with device
count, regardless of topology or locking strategy. As expected, optimistic locking (OLA) is
faster than sequential locking (SLA) because client delay excludes conflicting routines.
Among the 3 topologies, grid has higher client delay than random and clustered (which are
similar), because the latter two have local density variations that form node “clusters” in
the network which tend to speed up communication. Even though OLA is faster, we could
prove liveness only for SLA [109]. Users should employ OLA only in low-packet-drop
networks, while SLA is robust, general-purpose, and still scalable. Scale goes up to 750
devices, similar to our dense smart building topology from Section 3.7.3.

Churn Effect on Client/Sync Delays. Churn refers to back-to-back smart device
arrivals, departures, and failures. Even if membership lists are updated quickly (by
underlying membership protocol Medley [96]), coterie operations still incur overhead.
Figure 3.14 shows that when 40% of the smart devices are churned in a grid topology (SLA
locking), client delay increases only 25%, as some routines face the overhead of failover
(election and state transfer). To measure Section 3.7.1’s sync delay, we triggered two
back-to-back instances of the identical routine. Figure 3.14 shows sync delay rises
slowly—raising device count by 15x from 50 to 750 causes < 4X increase in sync delay
(and client delay). Note that client delay does not subsume sync delay. Sync delay excludes
triggering of routine and associated coterie quorum. Client delay excludes lock release
latency and associated quorums.

Effect of Stale Membership due to Drops and Churn. Fualse detections by the
underlying membership may arise from dropped messages that make a failed device
indistinguishable from a lossy one. This leads to inconsistent membership, and may slow
CoMesh’s zero-message exchange mechanisms. Yet, with 1000 devices and 80% of them
smart, Figure 3.15 shows that raising packet drop rate (on all hops) from 0%-5%, along

with churn fraction (% smart devices failed during a run) keeps both client delay and sync
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Figure 3.16: Mobility: Client delay vs. relative distance moved.
delay stable. Our churn and packet loss rates are much higher than in commercial
deployments, which target 99.9% uptime for devices [110].
Device Mobility. Figure 3.16 shows the effect of device mobility, evaluated at different
points of CoMesh operation. With 250 devices organized in a 5 x 5 x 10 grid, we instantly
move a fraction of the devices, each randomly by distance in the interval [0, X]. After the
instant move, routing tables are updated (for correct routing), but we do not update the
soft state of CoMesh and keep it stale. Figure 3.16 shows 8 combinations created by
injecting the mobility either at the start of or during a CoMesh operation (B,D), during
epoch change or routine triggering (E,R), and excluding or including routine leader (M,L).
For space, we only plot client delay (sync delay showed similar behavior). We observe that
with up to 10% mobility CoMesh raises client delay by less than 25%. The degradation
gets worse at higher mobility (40%), but CoMesh stays safe. We conclude that CoMesh can
tolerate moderate mobility.
Load Distribution. Figure 3.17 measures two kinds of load distribution over a run: (1)
Temporal load is the time that a smart device serves in a particular role. (2) Spatial load is
the number of concurrent coteries a smart device is present in. The plots show LSH’s
clustering of coteries closer to target devices prolongs tail load vs. random (Figures 3.17a
and 3.17b) due to repeated elections. Yet LSH’s median temporal load for member and
leader/member are similar to random’s (Figure 3.17¢c), showing LSH balances load well.
Coterie Operations. Figure 3.18 measures coterie internal performance (default

parameters: Table 3.6). All coterie operations—election, quorum, state transfer—scale as
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Figure 3.17: CoMesh’s Load Distribution in Time & Space: LSH/locality vs. Random
(member & leader selection). Grid topology.

coterie size is increased from 3 (f = 1) to 11 (f = 5). Quorums are scalable because
requests and replies are sent in parallel. Leader election delays are scalable as the Bully
algorithm is fast in the common case. State transfer delay is a function of the amount of
state, but does not depend on coterie size k.

Figure 3.19 confirms our hypothesis that locality-awareness (LSH of (Section 3.4.4))
decreases operational delays of a coterie. The improvement from LSH is more prominent
for election and quorum due to the localized communication (state transfer is dominated
by the old leader to new leader bandwidth).

Figure 3.20 shows a coterie’s operations are not affected by churn among smart devices,
except beyond 60% churn. Essentially, requiring only a quorum imbues churn-tolerance.
When f members fail, the coterie’s leader recruits replacements to tolerate future failures

(Section 3.4.3).
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3.7.3 Map-Driven Simulation with Real Workloads

We perform a large simulation using a real building map and a realistic routine workload
mix. The Smart Building (Figure 1.1b) is a “living laboratory” sized 250 ft x 362 ft, with
sensors and actuators in offices, lecture halls, and conference rooms. Map-driven simulation
allows us to flexibly vary device densities, transmission radii, and routine sets. Our
simulator (Section 3.7.2) includes this map with two topologies: (i) a dense topology with
708 devices, and (ii) a sparse topology with 285 devices. Dense topology has 4.06 + 2.31
devices per room & corridor. Sparse topology has 3.43 + 1.79. 40% of devices are smart.
Sparse has motion sensors and lights, while dense also has thermostats, light sensors,

shades, and microphones.
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Figure 3.21: Workload in Smart Building Map-Driven Simulations. Dense topology: all
545 routines. Sparse topology: 163 routines.

We created a routine workload mix based on devices and frequently observed actions

from this building. Figure 3.21(a,b) show a CDF of device count actuated by a routine,
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and pairwise routine conflicts. Figure 3.21c shows major routine classes (only 2
representatives shown out of many), and typical conflicts. For concreteness, we describe a
few sample routine classes. When motion is undetected for at least an hour and a room’s
light is on, a routine turns it off; conversely, when motion is detected, another routine turns
the room’s lights on. Other routines turn off room and corridor lights overnight. These
per-room routines conflict with building-wide routines—e.g., ones that turn off all lights
everywhere between 2-6 AM—and similar local-global conflicting pairs arise for
thermostats and shades. All routines are triggered by sensors. The dense (respectively
sparse) topology has 545 active routines (resp. 163), containing 1-23 commands with mean
1.47 and median 1 (resp. for sparse: 1-12, median: 2, mean: 2.07). We calibrated the
simulator so that 1 time unit in the simulation is equivalent to 1 ms of real time. Based on
our measurements of inter-Raspberry Pi latencies, we set the hop latency realistically to

(14 % e(0.0S-distance)) ms.
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Figure 3.22: Smart Building (Map-driven) Simulation (Figure 1.1b): Wait times and
Sync delays vs. device transmission range. (1 time unit in simulation ~ 1 ms of real time).
Upper end shows mazx.

Figure 3.22 shows Sync delay and Wait time. Sync delay is the handover time from one
finishing routine to the next waiting routine (same as Section 3.7.1). Wait time is the time
from when a routine is triggered until it executes its first command—this metric measures

CoMesh’s overheads that may delay the start of a routine after it is triggered. With a
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sparse topology (40 ft transmission range), wait time is 0.22 s at median (2.55 s max),
while sync delay (handover time from routine to routine) is 1.76 s at median (8.89 s max).
For dense topology, wait time median is 0.14 s, and sync time median is 1.5 s. Higher
transmission ranges of 100 ft and 120 ft only slightly decrease these metrics, e.g., for sparse
topology, wait time medians are 0.2 s and 0.2 s respectively, and sync delay medians are 1.7
s and 1.62 s respectively. We conclude that CoMesh scales well in a real building under a

real routine workload.

3.8 Related Work

IoT Application Management. IoT application management systems mostly use a
central control plane, e.g., HomeOS [111]. Rivulet [67] is distributed and uses smart
devices to exchange messages and backup state to shadow nodes, focusing on
fault-tolerance. IoT fault-tolerance works also include WuKong [112], but similar to
Rivulet, it does not manage routine execution. To the best of our knowledge, CoMesh is
the first decentralized IoT routine management system. Finally, while smart buildings are
not delay-tolerant networks (DTNs) [113], CoMesh’s design addresses many concerns that
also arise in DTNs, namely churn, failures, etc.

Consistent Hashing & Committees. Peer-to-peer (P2P) systems such as Chord [98],
Dynamo [99], employ consistent hashing. to find the node storing a key-value pair.
CoMesh’s coterie mechanism is inspired by consistent subgroups used by the election
protocol in [114], but that mechanism is neither dynamic, nor intended for IoT settings,
nor has locality.

Quorums and Agreement. Quorums have been used for coordinating sensor networks’
sleep schedules [115], localization [116], etc. Agreement protocols for wireless topologies
include Wireless Paxos [117] and wireless sensor network Byzantine consensus [118]. These
require many message exchange rounds, but CoMesh’s coteries require only one round and

ensure safety. Blockchain- and edge-centric consensus schemes [119], [120], [121] have been
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proposed for access control, authentication, but not in the context of routine management.
Load balancing. Load balancing has long been studied in internet-based, P2P, and
cloud distributed systems [122], and for the edge [123]. In ad-hoc/mesh networks, load
balancing has been explored for power-aware routing [124]. Load balancing has also
targeted edge-cloud [125] or edge-fog hybrids, like EdgeMesh [126]. Locality-aware

consistent hashing has been used in serverless settings [127], unlike CoMesh.

3.9 Summary

CoMesh demonstrates that a fully-decentralized Sense-Trigger-Actuation control plane for
large commercial edge IoT meshes is both theoretically sound and practically deployable.
Raspberry Pi deployments show that CoMesh reduces per-device CPU load by over 6x
compared to a three-hub baseline, cuts inter-device bandwidth by 10x versus a central
hub, and achieves median coterie operations (quorum reply, leader election, state transfer)
in under 2.1 seconds. Large-scale simulations confirm that CoMesh maintains stable
latencies under up to 20% device churn and 5% packet loss, and scales to hundreds of
devices without degradation. Today’s emerging IoT standards—Matter [9], Thread [128],
and others—align with CoMesh’s vision of a truly autonomous, cloudless control plane for
mesh-based edge environments. Future work can explore Byzantine faults, extreme
mobility (e.g., vehicular networks), and city-scale deployments. Highly mobile
deployments—e.g., large factories where humanoid robots move between stations and roam
the floor—are a particularly interesting target: CoMesh can already absorb such movement
reactively through its churn- and mobility-handling coterie migration, but predicting robot
motion (e.g., from task schedules or learned trajectories) would let CoMesh proactively
reshape coteries before a robot moves, keeping coordination local to wherever the robot is

about to be.
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Chapter 4 Control in Context: How Smart Home Users Navigate

Proxy-Based Control Schemes

This chapter focuses on residential smart homes in the smart space taxonomy of Table 1.1,
addressing the human interaction plane of smart-space control introduced in Section 1.1:
how do occupants view and use control interfaces? We present Control in Context [16],
a mixed-methods study of how and why smart home users navigate the spectrum from
physical device interaction to proxy-based centralized control across everyday tasks,
failures, and evolving home setups. We surveyed N = 60 smart home device owners and
conducted follow-up semi-structured interviews with N = 8 participants, finding that
control is a fluid, reflective process shaped by tradeoffs between convenience, reliability,
and cognitive load. Smart home platforms today are designed around vendor ecosystems
and commercial integration goals, not around the actual, context-dependent ways people
live with and rely on their devices—leaving users to build their own workarounds, absorb
switching costs, and troubleshoot failures that the system makes no effort to surface.

This chapter is organized as follows. Section 4.1 introduces our research questions and
motivates the study. Section 4.2.1 surveys related work on smart home control and user
studies. Section 4.3 describes our survey and interview methodology. Section 4.4 presents
our findings, covering control scheme usage, user tradeoffs, and troubleshooting workflows.
Section 4.5 discusses design implications for future smart home systems. Section 4.6 covers

limitations and future work. Section 4.7 concludes.

4.1 Introduction

The adoption of over 21 billion Internet of Things (IoT) devices has reshaped homes,
workplaces, and industries [1], [5], [129], [130], [131]. Vendors of smart devices—e.g., Philips
Hue, Ecobee, Apple HomeKit, Siemens, Samsung SmartThings, GE Cync, Honeywell, and
others [132], [133], [134], [135], [136], [137], [138]—have traditionally provided their own

software for users to control their devices (through vendor-specific interfaces), building on
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top of existing physical controls like buttons or switches [139], [140]. Yet, as smart homes
scale, controlling each vendor’s devices separately becomes less desirable for homeowners.

To combat the overhead of controlling each device or product individually [141], some
vendors introduced new modalities of control, layering additional control options on top of
traditional vendor-specific interfaces. This allows users to control both vendor-specific and
cross-vendor devices through a single interface, potentially reducing overhead. For
example, hubs or apps like Google Home [30], Apple HomeKit [142], or Amazon Alexa [29],
enable users to control many devices (e.g., lights, thermostats, door locks) through both
individual commands and automations (i.e., routines) from a single dashboard [143], [144],
[145]. Using such a hub, a smart home user can leverage proxy-based control to create a
“good-night” routine that turns off their porch lights and locks their door with a voice
command, even when these devices come from different vendors, without operating each
device individually [146].

Previous research has established that vendor-specific and cross-vendor control are on
opposite sides of a smart device control spectrum [147], [148]. However, these control
schemes may refer to how users issue commands [149], [150], which apps or ecosystems they
use [151], or where the configuration logic resides (per-device rules or shared
routines) [152]. In this chapter, we focus on the locus of ezecution of control logic, namely
whether device configuration is initiated directly on the device, or through proxies. Rather
than treating one side of the spectrum as vendor-specific and the other as cross-vendor, we
observe that these points are parts of an extended spectrum from physical control, i.e.,
interacting with the target device’s physical controls, to varying levels of proxy-based
control, where user commands are routed through one or more intermediaries, such as hub
apps, voice assistants, cloud services, etc., before reaching the target device [148], [153].
For example, centralized control is one form of proxy-based control: a single proxy (or a
tightly coupled set of proxies) orchestrates many devices and brands from a unified

configuration layer [154].
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Figure 4.1: Proxy-based Control Spectrum. Control schemes vary along two related azes. (1)
Locus of execution: controls may be first-party/physical (direct, on-device), second-party/local (ven-
dor hubs or LAN apps), second-party/cloud (vendor-operated cloud services), or third-party/central
cloud ecosystems (cross-vendor platforms such as Google Home or Apple HomeKit). (2) Proxy
depth: shown vertically, this indicates how many intermediary layers—hubs, vendor clouds, or cen-
tral platforms—sit between the user and the device in the control path. FEach control scheme has

a different reach; the higher the number of proxies, the higher the degree of control centralization
(breadth).

This control spectrum (Figure 4.1), with physical control to proxy-based® central
control as the two ends, is widely used in practice, as many homeowners rely on
intermediate points on this spectrum rather than its endpoints. Smart home device
vendors offer control interfaces that can access either a single device, multiple devices from
the same brand, or devices across various brands. People routinely blend proxy-based and
physical device control, moving across the locus of execution spectrum based on
convenience, reliability, and their understanding of how the system works. These
movements become especially visible during troubleshooting. When routines misfire,

devices fail, or connectivity is unstable, users abandon usual cross-vendor proxies, fall back

60ur use of this term in this chapter is inspired by literature in the systems and networking space, which
establishes the use of the “OSI Model” as an abstraction that encapsulates seven layers ranging from physical
to application [155].

97



to device-local physical interfaces, or switch among apps and platforms [156], [157].
Troubleshooting exposes users’ understandings of the smart home infrastructure, including
how they choose to reveal or hide connections between devices, apps, and services. These
user actions are often referred as seam practices [158]. Triage of device errors is a core part
of living with smart homes and strongly shapes trust, preferences, and long-term
configuration strategies [159].

Despite the known existence of this control spectrum, much of the research on building
operating systems (OSs) for smart homes still assumes proxy-based control is the primary
way for users to interact with and control their home [66], [90], [111]. This assumption of
“always proxy-based control” echos how smart home OSs have traditionally been designed
for machines [160], [161], [162], [163], [164], [165], [166], datacenters [167], [168], [169], and
networks [170], [171], domains where end-users rarely interact directly with individual
devices. Empirical studies supported this disconnect by highlighting users experiencing
difficulties when managing multiple dashboards for the same task [141]. In occupied homes,
however, different loci of execution offer distinct capabilities and trade-offs for users,
making the “always proxy-based control” approach incomplete. In addition, much prior
smart home control research focused on specific devices or interaction styles instead of
empirical user studies [172], [173], [174], [175].

User studies are critical for designing usable and technologically sound systems,
complementing prior work that focused mainly on system proposals [65], [90], [176], [177].
Moreover, existing research often abstracts away the messiness of real-world use, where
devices are added gradually, apps and platforms overlap, cloud services change, and users
inherit configurations set up by others. As a result, we know far less about how existing
systems actually behaved in occupied homes and how people patch around misalignments
across different control schemes.

This chapter seeks to rectify this mismatch by understanding: How do users make

decisions of which control mode(s) to use across different scenarios? We investigate
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real-world workflows for interacting with smart home devices with and without proxies,
giving particular attention to troubleshooting and recovery. We conducted a survey and
follow-up interviews to understand how people combine direct device control and
proxy-based control (including centralized hubs), and how breakdowns and uncertainties
shape these choices. First, we examine how people navigate and combine different control
schemes in everyday use: when and why they prefer proxy-based hubs, per-brand apps, or
device-local control in different contexts. Second, we focus on troubleshooting as a critical
moment within that broader experience. During troubleshooting, users’ understandings of
the system surface more clearly and they often reconsider which control loci they trust and
are willing to invest in.

By investigating real-world workflows for interacting with smart home devices, we

answer the following research questions:

« RQ1: How do smart home users navigate and combine different control schemes in

their homes?

« RQla: What factors drive users to move between, and combine, control methods

within their homes?

We also examine how device and interface breakdowns or errors affect the above choices:

« RQ2: When smart home interactions do not go as expected, how do user

perceptions of control schemes shape their responses?
Sub-questions arise about how these experiences affect perceptions:

« RQ2a: How do troubleshooting experiences affect users’ perceptions and trust of/in

their preferred smart home control methods?

« RQ2b: How does user uncertainty around functionality affect their strategies for

engaging with different control methods and their seam practices?

99



In summary, this chapter makes the following contributions:

o We evaluate how smart home control affects a user’s ability to meet their smart home
goals, and find that the spectrum of smart device control plays a major role

in user preferences and experiences in managing and using their smart home devices.

o We reveal how and why users decide to control their devices at different points along
the proxy-based to direct device control spectrum, exposing the different seams
within their smart homes, understanding that users mowve freely along the
spectrum, guided by situational factors such as convenience, task, and

perceived reliability.

o We characterize troubleshooting workflows and seam practices across control
schemes, and detail how breakdowns and uncertainties prompt users to reconfigure
control arrangements, fall back to direct device control, and strategically

reveal or hide infrastructural seams when troubleshooting.

o We identify and understand the factors that guide smart home control preferences
and suggest ways for future research and design to incorporate these perspectives,
namely accounting for spatial and temporal heterogeneity in smart homes, as
well as supporting movement through varying seam hiding/revealing

practices along the smart home control spectrum.

4.2 Related Work

We build upon prior literature on user experiences within smart homes and associated
control modalities.

4.2.1 Smart Homes, Devices, and Control

We define smart home devices as “sensors, monitors, interfaces, appliances, and devices

networked together to enable automation as well as localized and remote control” [178].
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These include but are not limited to smart lights, smart home security systems, smart
thermostats, smart TVs, and smart speakers [179]. We use the term smart home ecosystem
to describe the interconnected set of devices, platforms, applications, cloud services, data
flows, and household members that together provide and control smart functionality in a
home. An ecosystem can span multiple brands and control loci (e.g., hubs, vendor apps,
device-local interfaces), and changes as devices are added, removed, or reconfigured over
time.

As smart devices become integrated into homes, user interaction and control over these
systems emerge as key areas of study. Integrating smart devices into households is a
domestication process involving pilot users to drive the setup and passenger users adopting
these devices, sometimes even without understanding them [180]. Household members
gradually adapt their routines around these devices, exercising control over how smart
devices fit into their daily lives [181]. Research highlights that users can have different
expectations of smart device behaviors when two routines run simultaneously because they
have different values [182]. These devices, marketed for convenience, inherently come with
user expectations regarding ease of use and seamless integration [183], [184]. Additionally,
studies revealed that stakeholders like cohabitants, bystanders, and non-users could not
control how they interact with smart home devices placed in different locations in
households [185]. Users tend to group their devices based on their location, functionality,
and/or use contexts to expedite control [175]. A common thread among this prior research
is the central role of control in shaping individual experiences with smart home
devices [186]. Despite the growing variety of smart home devices and control methods,
there is limited literature examining how users navigate control schemes for individual
devices or groups of devices within their homes. In this chapter, we identify key factors
that shape device control workflows and explore how users’ experiences, including

troubleshooting, influence their perceptions of these control schemes.
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4.2.2 Smart Home Control Schemes

Table 4.1: Prior work mostly assumes one control scheme of the spectrum exclusively.
It does not study the relationship between the two, even when both are discussed in the same work.

Papers Focus Contribution
[149], [175] Central, limited Physical Empirical
[111], [187] Central Empirical

[65], [90], [188], [189], [190], [191], Central System

[192], [193], [194], [195]

[196], [197] Central Literature Review
[198] Cloud, Local, Physical Evaluation

[199] Central Evaluation

[176], [177] Second party System

[200] - Empirical

Smart home control schemes refer to the guiding paradigm for categorizing mechanisms to
control smart home devices. In this chapter, we focus on the spectrum of proxy-based
control, visualized in Figure 4.1. The spectrum represents the levels of centralization or
indirection in smart device control. Essentially, proxy-based control refers to how user
commands are sent to devices through a proxy, such as an application, voice assistant,
routine/automation, etc. On one end of the spectrum sits physical device control, which
refers to the direct interaction between the user and target device (first party), without any
intermediaries or indirection (i.e., zero proxies), regardless of the interface modality, i.e.,
touch, voice, etc. On the other end of the spectrum, central control (or third-party cloud
control), represents the highest level of centralization, with multiple layers or proxies of
control systems between the user and the target device. Central control is an extreme type
of proxy-based control, where a single interface allows users to control multiple smart home

devices, possibly of different brands, directly or indirectly. The points in between the two
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extremes refer to vendor-specific (second-party) interfaces, or per-brand control, that
execute locally in the same network as the target device through Zighee, Bluetooth, etc., or
in the cloud, adding one or two network hops to the control path, respectively.

Our focus on this spectrum of control builds upon existing theoretical HCI models. In
this chapter, we focus on the information ecology model in smart homes. Information
ecology theory envisions smart homes as continuously evolving technologies that must
interact with existing human and technical processes [201], [202], [203]. Our control
spectrum refines this view by specifying where actions are executed in the ecology (the
locus of execution) and how seams in infrastructure are hidden or revealed during everyday
use and troubleshooting. The control spectrum also reinforces concepts introduced in other
models used often in user-centered smart home research, such as the Technology
Acceptance Model (TAM) [204], [205], [206], [207] and Activity Theory (AT) [208], [209],
[210].

Smart devices can be controlled through varying levels of these two types of control,
which users must understand and navigate to build their desired smart home setup [175].
These reflect common methods of controlling smart devices, including smartphone
applications, voice assistants, smart hubs, routines/automation, and physical controllers in
the market today. We detail part of the landscape of existing research surrounding smart
home control in Table 4.1.

Such an abstraction reduces complexity for smart home device users and provides a
single, cohesive user experience. Apple Home”, Google Home®, and Samsung SmartThings®
are examples of central control schemes. Across systems, security and HCI, research
focuses on centralized control, such as surfacing the need for finer-grained access control
within households [146], designing more transparent and privacy-focused data processing

for centralized smart home control [211] or proposing a unified interface where applications,

Thttps://www.apple.com/home-app/
8https://home.google.com /welcome/
Yhttps://www.samsung.com /us/smartthings/
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commonly known as routines, interact with different smart home devices [111]. In contrast,
physical control allows users to maintain coarse-grained control over their device even in
the face of network failures [149]. A downside is that users must maintain multiple
applications in their smartphone if their smart devices come from different brands, which
quickly becomes exhausting [175].

Early research on smart home devices shows that direct and unmediated interactions
with devices are often perceived more positively than interactions mediated by a single
source of indirect response [212]. This suggests that users’ preferences may vary depending
on whether they interact with devices through a highly centralized proxy-based interface or
use control schemes with fewer proxies involved, yielding more direct feedback. Matter [213]
has been introduced in an effort to bring central control to the local network and reduce
the intermediaries, yet vendors still expose only certain APIs through that integration,
making little to no difference from the interface perspective. Few studies have examined
the dynamics between these control schemes. As shown in Table 4.1, prior work primarily
focuses on a particular end of the spectrum. Prior work has examined reasons why users
may interconnect or purposefully separate their smart devices [175], [214]. However, such
research focused on specific tasks in a controlled environment, limiting its ability to
capture the challenges users face in real-world scenarios, for example, when devices fail.
These troubleshooting experiences play a crucial role in shaping users’ perceptions of

control schemes along the spectrum, which we explore in detail in the next section.

4.2.3 Troubleshooting Smart Home Devices

Troubleshooting, the process where smart device users try to identify and resolve errors
within smart devices, is a common part of the smart home device management

experience [159]. It contains several different steps and involves working with both software,
i.e., device applications, and hardware, i.e., the physical device [215]. Device failures erode

expectations and trust among smart device owners, as they have high expectations of how
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the device will improve their lives at home when they initially purchase it [159], [216].

A seamless troubleshooting experience, where users can easily isolate and address
issues, can increase positive perceptions of the device [217]. However, it is often during the
troubleshooting process that the boundaries and imperfections, i.e., the seams, of smart
home devices are exposed to the user. Research has identified seams as both something
that must be hidden from the user [218], [219], as well as an opportunity to support
enhanced user understanding of their devices [220], [221], [222]. We do not assume that
either perspective on seams is correct; instead, we investigate how smart home device
control schemes affect the seam hiding and revealing practices of devices and users.

Schemes along the control spectrum can offer drastically different troubleshooting
experiences and seam-hiding practices, affecting user perceptions of these control schemes
differently [223]. While it may offer increased convenience, central control can be especially
challenging due to only a single point of failure [224]. When an error or exception occurs in
the central controller, all devices controlled via central control are at risk of failing. In
addition, when a single device connected to the central controller fails, the user must look
not only at the failing device but also at the central controller to find the source of the
issue. Direct device control provides a more localized approach to troubleshooting, allowing
users to examine only one device at a time. However, in large-scale home failures, such as
power outages or network failures, such control schemes require the user to troubleshoot
each device individually. Control schemes involving very few proxies, such as second-party
proxy-based control, or per-brand control, often offer more fine-grained functionality than
other schemes, making troubleshooting more efficient and intuitive. When a Roomba stops
mid-clean, the iRobot Home app shows the exact error code!?; a central controller like
Alexa/Google typically only starts/stops the vacuum or reports ‘device not responding’!.

While previous work has focused solely on the technical aspects of

troubleshooting [225], [226], this chapter investigates how users’ choice of control schemes

Ohttps: //homesupport.irobot.com /s /article/21044
Uhttps:/ /www.amazon.com/gp/help/customer /display.html?nodeld=GJRYAWXY CQKQF28E
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Table 4.2: Summary of Survey Participant Demographics.

Age | 18-24 (2%), 25-34 (28%), 35-44 (23%), 45-54 (31%), 55-64 (7%), 65+ (9%)

d . High School or GED (16%), Some College (22%), Associate’s Degree (7%),
Education | g, 010 Degree (42%), Post-Graduate Degree (11%), Some High School (2%)

Gender | Male (40%), Female (60%)

Black/African American (4%), White (92%), Asian (2%), Hispanic or
Race | 1 .tino (2%)

Living Situation | House (88%), Apartment (10%), Town Home (2%)

Number of Smart | 0-5 (16%), 6-10 (19%), 11-15 (31%), 16-20 (21%), 21-25 (7%), 26-30 (2%), 31-
Devices Owned | 35 (2%), 36-40 (2%)

in smart homes affects their troubleshooting experiences. We extract generalized
troubleshooting workflows grounded in real-world user experiences. Additionally, we
discuss with users how these troubleshooting experiences have affected their perceptions of
their devices and the ways they control them. This perspective allows us to connect
concrete troubleshooting workflows to broader theories of seams and infrastructure, and to

derive design implications for how future systems might better support these transitions.

4.3 Methods

We conducted a survey and follow-up interview study to understand the perceptions of
smart home device users and their control schemes. We collected N = 60 survey responses
through Prolific, a commonly used crowdsourcing platform for collecting data for online
human-subjects research [227], [228], [229] (Table 4.2). We conducted follow-up interviews
with a subset of N = 8 survey respondents to extract specific insights between September
2023 and March 2024. Our study’s methodology is grounded in previous user-centered
smart home research, which focuses more on eliciting high-level themes rather than
drawing statistically significant conclusions [230], [231], [232]. All study procedures were

piloted internally and approved by our institution’s Institutional Review Board (IRB).
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4.3.1 Survey Methodology

Participants first completed a brief screening survey (median completion time: 65 seconds),
which required them to provide their Prolific ID and indicate the number of smart home
devices they owned.

Our goal was to study people with active smart home setups rather than casual
single-device owners. We therefore restricted survey participation to adults who (1) were
registered on Prolific and reported owning at least one internet-enabled device in Prolific’s
prescreening questions [233], and (2) reported owning at least four smart home devices
(e.g., smart lights, plugs, thermostats, cameras, speakers) in our screening survey.
Participants were not limited to central-hub households, and those only using per-brand
apps or direct device control were eligible. 60 participants completed this survey.

Participants were paid $0.40 USD (hourly rate of $24 USD) for completing the
screening survey and $4.00 USD (hourly rate of $16 USD) for completing the main survey.
We did not specifically recruit or target professional smart home installers or technicians.
A small number of participants described installing devices themselves (e.g., DIY setups),
but they still participated in the study as end users of those systems rather than in a
professional capacity.

We had 43 valid survey responses from the 60 participants, excluding those who failed
any of the arithmetic-based attention-check questions we included at random points in our
survey (e.g., “What is 2 + 7”) [234] or had inconsistent responses, such as differences in the
number of or types of smart devices owned. All 60 survey participants were compensated

for their time.

4.3.2 Survey details

The survey aimed to elicit participant preferences and perceptions related to smart home
device control, as well as existing troubleshooting workflows and how device control

preferences influence them. The full survey is included in Appendix A.1.
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General Smart Home Setup. The survey began by collecting information regarding
each participant’s general smart home setup. Participants listed smart home devices they
currently use, where they lived, where each device was located, and what smart home
device-related applications they currently have on their phones.

Participants reported what, when, and why they purchased their most recent smart
home devices, then rated how well these devices met their goals and explained their
ratings. We asked participants to focus on this single device to reduce survey cognitive
load [235] and provide detailed context.

Current Methods for Device Control. The survey then asked participants how they
controlled the various smart devices in their home. Participants selected their control
schemes for a specific device in their home from the following: routines, central control,
per-device control, voice commands, and content streaming/casting. Participants were
asked more broadly about their smart home control patterns, such as how they choose to
control a device in a specific way when it could be controlled in multiple ways. This section
concluded with participants reporting their awareness of home management systems, such
as Amazon Alexa, and how they were made aware of these systems’ existence.

Device Failures and Troubleshooting Methods. To understand device
troubleshooting experiences (RQ2), the survey asked participants to describe issues they
encountered with their smart devices. Participants recalled when their smart devices did
not work as planned and their perceptions of the devices during the failure. They also
indicated whether they had ever returned a smart device because it stopped working as
intended. Participants then provided a step-by-step account of how they troubleshot the
device’s failure. They continued to report whether they had ever given up on getting a
smart home device to work in their home, identifying the device if so.

Survey Wrap-Up and Interview Interest. Finally, the survey asked whether the
participant was the primary user of any homes other than their primary residence. If they

were, participants were asked if there were any significant differences in how they
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Table 4.3: Smart device ownership of our 8 interview participants. For each smart device,
an ‘z’ indicates that the participant owns that device in their home.

Smart Smart Smart Smart Smart Smart

Smart Smart Smart Door/Window Motion Smoke Smart Secwrity  TV/Casting Smart Smart Health Washine Smart
Plug(s) Light(s) Thermostat(s) . Sensor(s) Camera(s) . K Speaker(s) Tag(s) . R ° Dishwasher(s)
Sensor(s) Alarm(s) System(s)  Device(s) Device(s) Machine/Dryer(s)
P1 X X X X X X X X
P2 x x X X X x x
P3 X x x x X x x x
P4 X X X X X X X X
P5 X b X X X X X X
P6 X X X x
P7 X X X X X x

P8 x x X x
controlled these devices compared to their primary residence. Then, participants were
invited to provide their email if they were interested in participating in a follow-up

interview with research team members.

4.3.3 Follow-up Interviews

40 survey participants expressed interest in the semi-structured follow-up interview in
exchange for an extra $20 USD in compensation. We prioritized invitation to respondents
with the largest reported smart home devices they owned, with the aim of capturing rich
experiences across the control spectrum in multi-device ecosystems. Although later waves
extended invitations to all participants eventually, only a subset responded, and we
conducted 8 interviews. Interview participants had a variety of devices in their homes,
allowing us to elicit a range of perspectives (Table 4.3). We used interviewees’ survey
responses to personalize specific questions during the study. For example, if a participant
reported owning smart lights, we asked how they controlled them and why. Each of the 8
interviews we conducted lasted around 30 minutes and was structured into the following

sections (the full interview protocol is included in Appendix A.2):

o Smart Home Setup: Participants were asked to describe their most recent smart
device purchase, their motivation for purchasing it, how they set it up, and whether

it met their intended goal.

o Smart Home Device Control: Participants discussed how they controlled their smart

home devices. Devices they mentioned in the survey were brought up to
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contextualize the discussion (Section 4.3.2). Participants then described their ideal
control scheme for their smart home devices. Participants could mention any control
method and scheme that may or may not exist on the market. Participants described
whether they controlled smart home devices in a way that allowed them to work
together, i.e., through routines. Participants discussed how this setup was beneficial
to them, if they did, and how they managed it, i.e., what method they used for
central control. Finally, participants reflected on how their existing setup and
preferences for smart home control methods affected their willingness to purchase

new types of smart home devices.

Smart Home Errors and Fxceptions: Participants described specific experiences when
their smart home devices did not work as planned. This section asked participants to
elaborate on experiences they had briefly described in the survey and to describe any
errors or exceptions not included in the survey. In particular, we asked participants
to explain any errors they had when integrating devices into their smart home

infrastructure.

Smart Home Troubleshooting: The interview concluded with participants describing
their troubleshooting workflow in detail and providing examples of when it was
successful and when it was not. The detailed troubleshooting workflows and the
impact of troubleshooting experiences on their perception of smart home devices and
the corresponding control scheme were augmented by the participants’ survey

responses.

4.3.4 Data Analysis

We conducted descriptive statistical analysis of the survey data, calculating mean and

median ratings for Likert scale-based questions. For qualitative responses and interviews,

we performed in-depth qualitative analysis using thematic analysis and open coding [236],
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[237]. Two members of the research team independently coded four interviews, followed by
cross-coding two interviews to assess inter-rater reliability (IRR) [238], resulting in a Fleiss’
Kappa of 0.44, indicating moderate agreement [239]. Codes were consolidated and
discussed through team discussions, yielding codes and themes directly related to the
research questions, as well as a concrete set of user workflows for troubleshooting smart
home devices. These results provided high-level insights into user perceptions, user
behavior, and control workflows for smart home devices (Table 4.4).

While our interview and survey samples are not designed to support statistical
inference, our findings should be interpreted as analytic generalizations about how smart
home users navigate proxy-based and physical device control, not as precise estimates of
how common each behavior is in the broader population. Our work sits among other
qualitative smart home behavior research, providing in-depth insights into user

experiences, privacy concerns, and adoption barriers [240], [241].
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Table 4.4: Codebook generated from qualitative

analysis.

Theme

Codes

Meaning

Control Scheme

Central control: viewed positively or negatively

Central control: viewed as useless or convenient

Participant describes how

they view the described

Perspective Per-device control: viewed positively or negatively
Per-device control: viewed as useless or convenient control scheme
Advertisement How participant became
Awareness Online research ; L
. . . aware of smart home
Mechanism Social media

Word of mouth

device control scheme

Safety

Convenience The described reasons for
Usage Pattern Cleaning why participant uses a

Communication smart home device

Entertainment

Daily How often the participant
Usage Frequency Weekly

As needed uses the device

Primary user The type of user in the

Partner/Spouse

. participant’s home that

User Type Child

Pet benefits from the described

Secondary /Passenger user

smart home device

Perception-driven

Behavior

Increased device usage due to positive perception
Decreased device usage due to negative perception
Avoiding device type/brand for future purchases
Seeking out device type/brand for future purchases

Considering integration for future purchases

How the participant’s
perception of the device

affects their behavior

Device Control

Factors

Convenience

Increased functionality
Trust

Device types

Participant reasons for
using a particular

device control scheme

Troubleshooting

Steps

Check and reconnect physical device

Check home management system

Check application

Contact IT support or conduct online research
Check and restart home Wi-Fi

Modify device commands or routines

Give up

How participants

troubleshoot their devices

Troubleshooting

-based Perception

Positive experience improving device perception
Negative experience worsening device perception
Troubleshooting experience reduces trust

Troubleshooting experience improves trust

Effects of troubleshooting

experience
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4.4 Results

Our analysis of survey and interview data focuses on how users navigate the spectrum
between proxy-based and physical device control in everyday smart home use. We
structure our findings around three core themes: (1) user strategies for navigating this
spectrum (RQ1), (2) the tradeoffs they perceive when doing so (RQla), (3) how navigation
strategies, perspectives, and trust shift when users encounter device errors or failures

(RQ2, RQ2a), and (4) how users commonly struggle to realize their goals across the control

spectrum (RQ2b).

Sample and device ownership. Our survey respondents were experienced smart home
users: they owned a median of 12 smart devices (Table 4.2). The most common reasons
they gave for their most recent purchase were upgrading a device already in the home
(38%), added convenience (19%), added control over some home process (19%), and added
security (17%), and 90% used that device at least three times a week. Participants were
largely satisfied with these purchases: 67% strongly agreed that they accomplished the
goals they had in mind when buying the device, most often attributing this to added
control (42%), convenience (37%), and security (37%). This grounds the navigation
behaviors below in the experience of users who actively live with sizable, multi-vendor

smart homes.

4.4.1 Control spectrum navigation strategies (RQ1)

Survey and interview responses showed that participants rarely commit to a single point on
the control spectrum. About half of the survey participants (51%) controlled their devices
using voice commands, which can be used across the proxy-based control spectrum.
Additionally, 33% of participants reported using routines to control their devices, which
allowed them to control groups of devices simultaneously. Furthermore, 18% of

participants reported using ‘content streaming or casting’ to control single devices, which is
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Figure 4.2: Percentage of participants using each control scheme/method.
common for media devices such as smart TVs. Both user preferences and device constraints
influenced participants’ choice of control methods; for instance, participants using Amazon
Alexa often relied on voice control due to physical device functionality limitations, while
others with broader device ecosystems could select among multiple control methods.

As smart home ecosystems became more complex, participants increasingly shifted
toward centralized control by purchasing and using smart home third-party hubs and
adopting routines. Figure 4.3 shows that the use of centralized schemes rises alongside the
number of devices owned among the survey participants.

Interview participants who manage many devices reinforced this result, as they
reported turning to centralized hubs or voice assistants to reduce the cognitive load of
juggling multiple interfaces. In particular, interview participant P7, who owned nearly 50
devices, said they relied heavily on central control but acknowledged its limitations: “It’s
not easy to remember [what each device is named].” Still, this strategy helped them operate
a large-scale setup more efficiently.

At the same time, users moved along the spectrum toward physical control when
centralized systems failed to meet specific needs. This involved falling back to control
methods such as physical interaction with a specific device or using a brand-specific

application on their phone. Several interview participants noted that detailed settings,
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Figure 4.3: Percentage of survey participants using central or other control schemes
and several control methods vs. number of owned devices. FEach cell’s color shows the
percentage of participants falling into it who choose the respective control scheme or method. The
percentages for the different options of control schemes and methods do not add up to 100% since
the participants could provide multiple answers.

such as firmware updates or custom automations, were often only accessible through the
device’s native app. For example, P3 shared: “There is a button in the [Hue] app to make
the light bulb that you’re trying to interact with, blink on and off, so that you know exactly
which one it is; that doesn’t exist in the Google app.”

Further, Figure 4.4 shows that non-central control remains popular for devices requiring
more granular or custom interactions, such as security systems or vacuums, where direct
control over specific features is necessary. We also observe that participants usually chose
to control a device exclusively with either routines or voice commands, but not both.

Some participants used strategies to stay where they were on the control spectrum
rather than move along it. Half of the interview participants (4/8), in particular, expressed
that they were hesitant to buy new smart home devices that required significant effort to
integrate into the existing infrastructure. For example, participants often decided against
purchasing devices that required them to download a new application on their phone to set

up or use the device. They instead chose to purchase devices that could be controlled using
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Figure 4.4: Percentage of participants using each control scheme/method vs. device
kind. Participants may refer to a device with a different description from how they most commonly
use it, leading to an occasional discrepancy between the device kind and the control method used;
for example, a participant may refer to Alexa as only a smart speaker when it is also a hub [242],

[243], [244].

applications already on their phone. P1, when discussing why they purchased a particular
brand of new smart device, echoed this sentiment, saying, “I already got a lot of apps on
my phone. So when possible, I don’t wanna put more apps on. So I checked that it’ll work
with Smart Life. I checked that it’s compatible with Alexa.” Similarly, P3 described the cost
of integrating a new device into their existing smart home control scheme as a significant
factor, saying “I definitely consider that before buying a potential product, and if possible, I
try to buy ones that don’t require me to use a new app or ecosystem. There is a cost of
switching there that I don’t necessarily want to introduce to myself.” Participants’ responses
reflected a desire to gain the benefits (e.g., safety, convenience, etc.) of new smart devices

in their home without the potential drawbacks of needing to work outside their home’s
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existing smart device ecosystem, forcing them to adopt mindsets of “brand loyalty” [245].
This app-minimizing behavior is also visible at the level of the whole survey sample.
Figure 4.5 relates the number of smart home apps a participant has installed to the
number of devices they own. While users tend to accumulate more device-specific apps as
their ecosystems grow, most kept only 1-4 apps—roughly 73% of participants had at most
four—suggesting an effort to minimize cognitive load and to centralize control when

working with multiple vendors rather than installing yet another device-specific app.

Number of Owned Devices

1-4 5-8 More than 8
Number of Smart Home Apps

O 1 X0

Figure 4.5: Survey: number of smart home apps installed vs. number of devices owned.
Points are participants (black X = per-group median); the red line is the CDF over the number of
installed apps. Most participants keep only 1-4 apps even as device counts grow.

Long-term use affected user strategies as well. P3 found that as time passed, the scale
of the smart home increased, and it “no longer would be easy to control with just [their]
phone,” enhancing the need for more fine-grained control and more options through more
direct control schemes. In contrast, P5 is “using two providers, Nest and Tapo. I want to
choose only from those two the new device,” and limit the number of interfaces they are
using, even if their smart device collection grows. Further, expertise grows over time for
some, such as P2: “for setup, I know now what to do. I've had problems in the past. And
I've learned from those problems,” letting them more comfortably approach new interfaces.
Yet, some interfaces are still particularly hard to get used to, as P3 describes having to
relearn how to find the routines setup, eroding the trust and patience that users initially

have for smart features that centralize control: “I don’t rely on routines for most of the
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Table 4.5: Survey: common reasons participants gave for why they controlled a device
in a particular way. N = 43 valid survey responses.

Reason Frequency (%) Example quote

Ease of use 8 (19%) “It’s the simplest and easiest way to use.”

Location of device 9 (21%) ;Zé iZZmZC;ZZZZ .’{ use touch controls, otherwise

“Complete control over the entire system, with-

Maximize device control 13 (30%) out using 10 apps.”

“If Alexa isn’t working to ask to turn on we can

As a backup plan 12 (28%) use the app.”

“Voice commands are easier than to hunt out the

Force of habit 4 (9%) app on my phone.”

house, except for the room where our animals are.” These experiences show how temporal
changes in smart home scale or expertise push users to expand or preserve their
navigational limits on the control spectrum.

Overall, most participants did not adopt a fixed position on the smart home control
spectrum. Instead, they moved fluidly along it, adapting to the demands of scale, task
complexity, and reliability using various strategies. In the next section, we examine the
specific tradeoffs users perceived and how these influenced their decisions to stay at a

certain point or move within the control spectrum.

4.4.2 Control spectrum navigation tradeoffs (RQ1a)

While participants demonstrated flexibility in their control strategies, their decisions were
shaped by tradeoffs between convenience, precision, cognitive effort, and integration. These
tradeoffs were not static; instead, they shifted with the scale of the smart home, the types
of devices involved, and the user’s comfort with technology. Participants weighed these
factors when choosing whether to lean toward centralized control (where a single proxy
controls many devices) or physical individual device control at any point in their day.
Table 4.5 summarizes the reasons survey participants gave for controlling a device the way

they did, which we unpack in the rest of this section.
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Participants commonly cited convenience as the most compelling reason for adopting
centralized control. This was particularly true as the number of devices in a smart home
increased. For example, interview participant P8, who had a large-scale smart home setup,
preferred centralized control because it streamlined routine tasks and allowed control
through a single interface: “It’s just obviously the convenience.” Survey responses
supported this perspective, showing a clear increase in central control-based methods’ use
among participants with more than 15 devices (Figure 4.3). Centralized interfaces reduced
the friction of opening and switching between multiple apps and offered the possibility of
controlling the whole house with fewer steps. In some cases, these tradeoffs were negotiated
within the household rather than by an individual. P6 explained that their partner
preferred consolidating under Alexa “to keep everything easy and streamlined,” while they
themselves “didn’t really care about the brand,” reflecting how household priorities could
drive ecosystem choices.

In contrast, control through second-party interfaces, or per-brand control, was often
favored for its granularity, clarity, and ease of use, especially when dealing with specific
device configurations or troubleshooting. P2 illustrated this distinction clearly: “ Whenever
I need to adjust something specific, I go straight to the device’s own app... Alexa doesn’t
have those settings.” P5 echoed this sentiment, noting that certain features—Ilike firmware
updates or custom scenes—were only available in the vendor’s own app: “Google Home
doesn’t support [those].” This division reveals a tradeoff between breadth and depth:
centralized control enabled broad coordination across many devices, but per-brand control
offered deeper access to individual brand functionality.

Participants also discussed the usability and user experience differences between central
and per-brand control. P3 described centralized interfaces as confusing and overly
technical, especially for less tech-savvy users: “If you weren’t very tech savvy, you would
not be able to figure it out.” Meanwhile, they described the per-brand app experience as

more intuitive and better designed: “The Hue app communicates with Hue lights, and that
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integration is a little bit better.” These comparisons underscore how usability and
familiarity influenced participants’ willingness to rely on one scheme over another.

Not all tradeoffs were framed as strictly negative. Some participants viewed the
coexistence of control schemes as beneficial, enabling fallback options or additional layers
of control. For instance, participants appreciated having per-brand apps and physical
control as a backup when centralized control failed, or vice versa. As P5 described, they
would look at a device’s specific app first for assistance, rather than the central control
system app. Similarly, per-brand apps may also fail and trigger another step down to
physical control, as P5 describes: “Sometimes it shows as offline because the [brand] app is
not able to connect, but the physical device is already up and running. Then I have to turn
it off and turn on or do something to get it back up again.” In these situations, control
scheme redundancy offered resilience, not just complexity.

Overall, participants’ experiences reveal that smart home control is shaped by ongoing
negotiation. Users must continually balance ease of use with technical specificity, minimize
app clutter while maximizing access, and integrate new devices without overwhelming
themselves. These tradeoffs not only shaped how users controlled devices but also
influenced how they structured, grew, and maintained their smart home management
systems over time. In the next section, we examine how these navigation strategies and
tradeoffs shift when smart home management systems encounter errors and how users

respond to breakdowns that disrupt their preferred control methods.

4.4.3 Navigating the control spectrum when failures occur (RQ2, RQ2a)

While participants developed personalized strategies for navigating the smart home control
spectrum, their routines were often disrupted by errors or device failures. These
breakdowns forced users to shift control strategies, reconfigure devices, or adopt new
troubleshooting behaviors—often in ways that tested the limits of their preferred schemes.

Our findings show that errors were a critical moment when users’ relationships to the
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control spectrum changed: participants re-evaluated their trust in control methods, engaged
in layered troubleshooting, and sometimes abandoned devices or features altogether.

In the survey, 65% of participants reported that they had experienced at least one issue
where a smart device did not work as intended, and 28% reported repeated issues. These
issues ranged from connectivity failures (33%), such as devices becoming unresponsive
during WiFi outages, to misinterpretation of voice commands (23%) and execution failures,
where the device failed to perform the correct task (21%). For instance, one participant
noted: “ When there has been an issue with WiFi in the house, the Amazon Echo tends to
have issues.” In these moments, control mechanisms that were once trusted became
unreliable.

When troubleshooting, participants frequently shifted away from their preferred control
methods. For users who primarily relied on central control, their first step was often to
check the centralized app or voice assistant interface to confirm whether the command had
been sent correctly. Interview participant P7 explained: “I will go and look at the app
stratght away and make sure that the heating has activated rather than just trust it.”
However, if the centralized interface provided insufficient feedback or failed to offer detailed
diagnostics, participants moved toward physical troubleshooting, such as using the vendor
app or physically interacting with the device.

Control schemes with very few to no proxies played a crucial role in this context. Many
participants described them as more reliable and informative when devices failed. For
example, interview participant P5 said they would open the device-specific app to get a
clearer view of what had gone wrong. Others, like P8, relied on physical actions like power
cycling: “And if that doesn’t work, I'll just switch it off and back on again.” These tactics
were rarely described as first-choice methods but were commonly used once central or
automated systems proved insufficient.

Survey data mirrored these patterns. Figure 4.6a shows that 50% of participants

restarted the device as part of their troubleshooting process, while 36% restarted or
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(b) Troubleshooting step sequence. A node has a red ring around it if it has been described as an
initial step in at least one participant’s troubleshooting process. A green ring around a node
means it was the final step of one or more participants’ troubleshooting process. An arrow links
two nodes A, B if at least one participant has gone from step A to step B. The line width of each
ring or arrow represents the absolute number of its occurrences across our participants’ processes.

Figure 4.6: Troubleshooting steps results from survey responses. As many are experienced
users of their smart home setups, this may subtly shape the emphasis on certain troubleshooting
approaches depicted here.

reconnected their device to the internet. Only 12% reported contacting tech support,
indicating that most participants tried to resolve issues independently using a set of
well-practiced responses. Figure 4.6b visualizes the common sequences users followed when

troubleshooting. Initial steps often included power or connectivity checks, followed by
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deeper exploration through brand-specific apps, web research (22%), and more.

Participants also described emotional responses to persistent failures. For some,
repeated breakdowns led to troubleshooting fatigue or abandonment. Interview participant
P6 shared that a voice-controlled TV consistently misunderstood commands, leading them
to eventually “give up on it for a long time” before replacing the device entirely. While
only 9% of survey participants said they returned a device after an error, and 11% said
they gave up entirely on a type of device, these moments marked important shifts in how
users related to control schemes and whether they were willing to continue adapting.

Notably, participants’ troubleshooting practices revealed that they often understood
control methods as part of the problem space. For instance, P7 mentioned researching
whether thermostat failures were due to device issues or miscommunication with their
central control platform. When troubleshooting failed, users sometimes restructured their
systems—switching platforms, removing routines, or replacing devices that didn’t integrate
well with others, as P5 said: “/My Kasa switch] was not able to integrate correctly. I had to
pair it every time with the Google Home App and every time it would disconnect. And then
I had to do it again. And it was painful. So I ended up returning the device.” Similarly, P1
described how after an extended period of troubleshooting, they had “resigned myself to
just using the app.” In these experiences, participants found themselves forced into a
particular control method, rather than having autonomy over how they wanted to control
the device.

Overall, device failures and errors forced participants to switch between control
schemes, uncovering limitations and prompting changes to their routine. While many relied
on layered troubleshooting strategies, persistent problems sometimes led to long-term shifts
in user behavior, feature abandonment, or restructuring of control ecosystems. These
findings show that the smart home control spectrum is not only navigated during setup or

steady-state use but also actively re-navigated in moments of breakdown.
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Table 4.6: Taxonomy of user confusion in executing smart home functionality.

Category ‘ Description ‘ Example Quote
Fragmented control | Users unsure which interface (central | “In the Nest app you can see the his-
(central vs. vendor) | vs. vendor) exposes functionality. tory... but not on Google Home.” (P5)
Hidden / hard-to-find | Poor discoverability of routines, short- | “Every time I go to set a routine, I have
features | cuts, or advanced options. to relearn it.” (P3)

Missing or partial | Features expected to exist but absent | “I can stream the camera, but I can’t

integrations | or incomplete. move it with voice.” (P5)
Ecosystem lock-in & | Vendor ecosystems discourage “They assume you’re Hue or IKEA ex-

workarounds | cross-platform setups; workarounds clusively.” (PT7)

reduce control.

Multi-user household | Routines or settings tied to single ac- | “If I add a routine in the Tapo app, [my
challenges | counts, limiting family use. wife] can’t change it.” (P5)

4.4.4 Discoverability Failures across the Control Spectrum (RQ2b)

Our interviews reveal that users frequently struggle to realize their intended goals with
smart home systems, not because functionality is absent, but because its integration or
accessibility—whether in terms of location, when it is available, or how it is surfaced—is
unclear.

We identify five recurring categories of confusion and elaborate on each below.
Table 4.6 summarizes all these categories, including relevant quotes from interviewees.
1) Fragmented control between central and vendor apps. Participants’ mental
models of control schemes often assumed that central hubs (e.g., Google Home, Alexa)
could fully replicate vendor apps. When this expectation was violated, users had to switch
between apps, leading to uncertainty about which scheme truly “owned” a functionality.
E.g., Table 4.6-row 1 shows that Nest and Google Home have different features.
2) Hidden or hard-to-find features. Even when functionality existed, participants’
expectations of where it should reside did not align with the app design. Features like
routines or shortcuts were buried in menus, clashing with the mental model that everyday
actions should be easily accessible. Users who rarely engaged with a particular scheme were
especially likely to misremember or misinterpret where to look, e.g., having to locate a

feature all over again every time they need it (Table 4.6-row 2).
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3) Missing or partial integrations. Participants often assumed that devices sharing a
hub or assistant would integrate seamlessly. When integrations were absent or partial, like
camera actuation features (Table 4.6-row 3), this violated their mental model of the hub as
a universal coordinator, eroding confidence in central control.

4) Ecosystem lock-in and workarounds. Users expected that devices across
ecosystems could be mixed and matched. When these expectations failed, e.g., accessing
IKEA devices from Hue apps (Table 4.6-row 4), they turned to workarounds such as
third-party apps. These choices reflect not just technical limitations but users’ mental
models of what a “smart” home should enable.

5) Multi-user household challenges. Participants assumed that central routines or
device automations would be shareable within a household. When vendor apps restricted
access to a single account, this clashed with their model of a shared home environment,
driving them to central hubs despite their own limitations. For instance, Tapo does not
allow multiple household members (Table 4.6-row 5).

Across all categories, confusion arose less from the outright absence of functionality than
from mismatches between participants’ mental models and system design. Users expected
hubs to be universal, apps to be intuitive, integrations to be complete, and households to
be collaborative. In practice, however, they lacked a clear taxonomy of where functionality
resides, how it should be invoked, and whether it integrates with other devices. These
findings show that confusion is not just an isolated annoyance but a systemic barrier that
reshapes how users perceive and navigate smart home control schemes, influencing when

they trust central control, fall back to vendor apps, or abandon features altogether.

4.5 Discussion

Our survey and interview results (Section 4.4) show that smart home owners navigate
across layers of proxy-based control, from central, i.e., several proxies, to physical control,

i.e., zero proxies. as they orchestrate intent, and that the spectrum of smart device control
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plays a major role in user preferences and experiences, echoing the intuition by Davidoff
et al. [186] and Brush et al. [246] that homes should support everyday experiences rather
than mere device operation. We connect these findings to HCI and ubiquitous computing
by reframing control as transition along two spectra (Figure 4.7): (1) the locus of execution
(from centralized to local), which reflects where a device action might be initiated from,
whether through a hub or on the physical device, and (2) the exposure of the system (from
seamless to seamful), i.e., how users perceive device control, from having to set-and-forget
to having fine-grained control of the devices. This dual-spectrum view helps explain under
what conditions people keep infrastructures invisible and when they purposefully reveal
seams, and it grounds actionable implications for hubs, vendor apps, and household
governance.

These spectra are orthogonal: a person can operate centrally and hide seams for
low-stakes routines, then shift downstream and reveal seams to accomplish a fine-grained
adjustment that the hub cannot reach (e.g., voice can stream a camera feed, but pan, tilt,
and zoom (PTZ) requires the vendor app). Our participants’ perspectives revealed the
importance of designing for these transitions, rather than a single point. We expand on

this below, with examples.

4.5.1 From device control to orchestrating transitions

In the consumer landscape, platform marketing emphasizes seamlessness and inwvisible
infrastructure; for example, Matter aims to make multi-brand integration routine,
promising an architecture that “just works” in daily use [213]. Users move freely along the
spectrum, guided by situational factors such as perceived convenience, perceived reliability,
and task.

While these narratives shape expectations, Bell and Dourish [247] argue that the
seamless vision of ubiquitous computing remains less of a lived reality. In HCI, seamful

design argues that exposing implementation gaps can be useful for diagnosis and
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adaptation [248], [249], while infrastructure studies remind us that infrastructures are
ordinarily taken for granted and become visible at breakdown, adoption, or scaling [250].
Managing and constructing a smart home space requires users to constantly weigh
tradeoffs between convenience and control, automation and transparency, and speed and
flexibility as discussed in Section 4.2.1.

We mapped participants’ interaction journey between physical and central control onto
two orthogonal spectra that distinguished where individuals are operating and controlling
their devices from, and how people are handling rough edges.

The locus of execution spectrum: Proxy-based control <+ Physical control. The
locus of execution refers to the level of abstraction at which smart home users control their
devices [251], [252]: whether controlling them through a hub/ecosystem (central; shared
scenes, routines, voice assistants) or invoking actions through the device-specific app (local;
vendor app, on-device Ul, physical interface). Higher-level proxy-based loci tend to provide
breadth across devices and people; local loci provide depth and assurance via device-specific
features, histories/logs, firmware access, and tangible fallbacks [152], [253].

Movement across loci is common. In our data, shifts toward physical control were
precipitated by capability ceilings at the hub, device-specific needs (e.g., camera PTZ
control or schedule histories), governance constraints (account scoping, co-editing), and
lifecycle events (router or Internet service provider swaps, device replacement). For
instance, participants with larger installations described relying on a hub for routine scenes
yet still opening brand apps to adjust advanced parameters or to locate firmware updates
(Section 4.4.2). These participants treated proxy-based control as a default broadcast
channel for tasks, but reserved physical or local controls as authoritative sources about
specific device states or capabilities.

The seam practice spectrum: Seam hiding <+ Seam revealing. In an infrastructure
such as a smart home, seams are the imperfections and complexities of systems [254].

While the locus of execution spectrum captures where users act in the infrastructure, the
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seam practice spectrum captures how they choose to manage the visibility of that
infrastructure as they move across layers. Rather than treating seams as a fixed property
of the system, our data show seam practice as an ongoing, situated accomplishment:
participants actively decide when to keep control flows invisible and when to expose the
underlying infrastructure to get leverage. This everyday seam hiding or seamlessness
reduces cognitive and social overhead (e.g., making it easier for other household members
to just talk to the assistant rather than learning multiple apps), and resonates with prior
critiques of frictionless interfaces [255], [256].

When smart device expectations failed, participants engaged in deliberate seam
revealing processes that went beyond what prior seamful design examples [158], [257].
Participants systematically peeled back layers. They start at a high-level proxy (hub or
voice), then open vendor apps to inspect device states, history, or logs, and finally
manipulate device-local controls or power to test hypotheses about what was failing
(Figure 4.6b). By appropriating seams as diagnostic handles, validating prior work
describing how technical exposures serve as resources for sensemaking during
breakdown [258], [259]. Our dual-spectrum lens (Figure 4.7) frames seam hiding as the
default when proxy-based locus of execution is stable, whereas seam revealing
is a manual intervention for users to regain precision, understanding, or
accountability when that locus fails them.

Transitions as design. By creating this dual spectrum, we notice that movement across
control layers should be preserved rather than eliminated; this gives individuals agency to
trade off convenience against fine-grained control, accountability, and recovery. Rather
than arguing the control scheme for “hub vs. per-brand” claims, the agency for participants
to move across the spectrum is a less explored design space where participants adopted
central + invisible configurations for repetitive, low-stakes tasks; they shifted toward
physical + seamful configurations for fine-grained control, accountability, or assurance. This

perspective also addresses timeliness critiques: even as standards evolve, households will
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Figure 4.7: Dual smart home control spectrum. The proxy-based vs physical control axis
refers to the locus of execution spectrum, whereas the seam-less vs seam-ful axis refers to the seam
practice spectrum. The user can navigate the locus spectrum based on their needs, whereas the
vendors give limited navigability of the seam spectrum, almost enforcing how users will experience
their control interfaces’ integration.

continue to encounter breakdowns, maintenance, mixed accounts, and perceived

risk—conditions that require traversing axes.

4.5.2 Smart homes as information ecologies of control

Our work reveals that when a user considers adding or modifying devices in their home, or
even interacting with their home, it is not just the devices, but the modes of control that
matter. The IoT /smart home device marketplace typically frames value in terms of devices
with “more” or “smarter” features [260], [261], [262]. However, our findings show that the
ways those devices can be controlled are equally important for how people evaluate and live
with smart home devices over time. Put more technically, smart homes are often described
as a single coherent system [263], [264], [265]; however, our findings suggest a different
framing, where smart homes are thought of as information ecologies of control. While
traditional information ecology theory focuses broadly on human-technology

configurations [266], [267], participant experiences show that the loci of execution also
function as a significant part of this ecology. Households cultivate combinations of these
“species,” or groups of devices and associated control modalities (such as P5, who had

different loci depending on the room of their house), and adjust them as their setup,
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routine, and environment change.

Movements along the locus of execution spectrum are less about isolated interface
preferences and more about ecological preference. Adding a new device, changing homes or
internet providers, experiencing repeated failures, or other external stimuli prompted
participants to re-balance their control ecology. This included disabling a routine (P3),
abandoning a hub/device (P5), or falling back to physical device control (P8).
Furthermore, troubleshooting was revealed as a moment where not only a malfunctioning
device was examined, but the entire smart home ecology.

Participants continuously evaluated their smart home ecology in terms of its usefulness
and ability to integrate into their day-to-day lives. This evaluation helped participants
identify which loci of execution they were willing to depend on. By framing smart homes
as evolving information ecologies, which include loci of execution, we shift attention from
evaluating individual products to understanding how they participate in and reshape
household ecologies. Next, we translate this lens into concrete design implications and open

questions for future smart home systems.

4.5.3 Design implications and open questions

A dual-spectrum stance shifts attention from choosing a “best” locus to supporting
transitions to making crossings legible, low-friction, and accountable. Importantly, control
loci do not map one-to-one to physical devices: the hardware could contain several loci
(third-party app vs. second-party app vs. first-party physical control), and a routine state
can be “hidden” while device state remains visible or vice versa.

Design hubs for transparency and ceilings. Centralized interfaces should disclose
capability ceilings and provide explicit bridges to device-local depth. When a hub cannot
reach feature/parameter-level control (e.g., camera PTZ, thermostat histories [268]), the Ul
should indicate this and provide a deep-link to the native panel. This reduces

“hunt-the-setting” failures, lessens the mental burden of switching platforms and
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remembering device names, and matches observed escalations in Section 4.4.2. Designing
away these transitions in pursuit of a perfectly seamless hub risks trapping users at a
single, brittle locus of execution with no graceful way to regain control when expectations
are violated.

Provenance and interoperability legibility. When scenes (predefined multi-device
routines) span mixed brands or partial standards support, displaying a pre-flight check
with the “weakest link” highlighted and present guided degradation paths (e.g., “device
offline—try local control”), along with who ezecuted what, where. Provenance-forward
feedback increases trust when hub-instantiated actions trigger device responses, helping
smart home users construct mental models and accelerating troubleshooting paths we
observed in Section 4.4.3. This approach prioritizes coverage over device-specific depth.
This works well for routine, low-stakes state changes and whole-home coordination; when a
capability ceiling or failure is detected, the pre-flight /provenance cues a depth-first pivot
(e.g., open vendor app, use a physical control) to resolve the outlier. For example,
centralized interfaces should be honest about what they cannot accomplish and point users
to the right vendor/device-specific path when they hit those limits.

Toward a flexible, brand-agnostic integration layer. The fragmentation that drives
the app-minimizing and seam-revealing behaviors we observed (Sections 4.4.1 and 4.4.2) is,
at root, an interoperability problem—but a partial and shifting one rather than a fixed
wall. Vendors expose a common subset through emerging standards like Matter [213] while
reserving advanced, brand-defining features for their own apps, and what they expose
evolves over time. The promising direction is therefore not a layer that assumes full
cross-brand cooperation, but a flexible integration layer that adapts to whatever each
vendor currently exposes: coordinating intent over the standardized subset, and gracefully
bridging—via first-class deep-links and automation hooks—to vendor apps for the
capabilities they reserve. This raises several research problems. First, coordinating

automations across a shifting interoperable/proprietary boundary and re-planning as
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capabilities migrate between the standard and vendor apps; this is where the interface layer
meets the partial action observability of Rascal and the cross-source conflict-free
coordination of CoMesh. Second, discovering and adapting to each vendor’s exposed
capabilities at runtime—degrading gracefully and re-routing rather than failing when a
feature is only reachable through a brand app. Third, making the current gaps legible so
users can distinguish “not yet supported” from “reserved by the vendor,” factor this into
purchase decisions, and move fluidly to wherever a capability actually lives (a role large
language models could assist by mapping features to interfaces). Treating interoperability
as an evolving negotiation—mnudged by standards and, as the EU’s mandated common
USB-C connector shows, sometimes by regulation—keeps such a layer aligned with this
chapter’s central stance: it should lower the cost of operating centrally while still exzposing,
never hiding, the bridges that let users descend to device-local control for depth or
assurance.

Governing households while respecting privacy. Proxy-based interfaces should treat
routines and devices as shared resources with roles, co-editing, and change histories by
default (Table 4.6). Concretely, this points toward role-based access control (RBAC) [269]
for the home, where administrators (e.g., parents) retain full control while guests or
children receive scoped, limited permissions—a consistent privacy model across control
schemes rather than per-vendor, ad hoc settings. Revealing device states and last-known
state offers tangible backstops for high-stakes actions, helping smart home users navigate
across the two spectra. For example, prior HCI work shows users prefer simple, proactive
controls in the home and benefit from tangible mechanisms for privacy and assurance [270],
[271], [272]. This design echoes the delicate balance wherein tangible interfaces reveal how
household members shift between central and local loci and between hiding and revealing
seams. In practice, this requires deeper engagement with stakeholders in the smart home,
especially those whose voices are traditionally unheard (children, secondary users, nannies,

etc.), as current spectra navigating designs often hurt these users most [273], [274].
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Working with such users and including them as an integral part of the design process helps
establish both smart home devices and their corresponding control spectra as “sources of
empowerment”, which can make moving between control methods in the home a less
daunting experience [275].

Whole-home concerns, not per-device settings. While our study centered on control
of individual devices and routines, users also hold concerns that span the home as a
whole—energy conservation, safety, and shared expectations about how the household
should behave. Prior work shows such cross-home concerns are both real and tractable at
that level: Knox [276] fortifies smart spaces with safety guarantees enforced across the
space rather than device by device, and SafeHome [277] makes the case for visibility and
atomicity over the home as a unit. Complementarily, Zaidi et al. [182] find that human
needs—rather than device semantics—drive how users want conflicts between routines
resolved, and thus what automation behavior they prefer in the first place. Taken together,
these point toward platforms that let occupants express home-level goals and values once
and have them shape behavior across every locus of execution, instead of requiring them to
be re-encoded per device. Goal-oriented LLM-based systems such as Sasha [278], which
translate loosely specified user goals into concrete device actions, suggest one promising
substrate for doing so.

AT assistance for debugging and proactive recommendations. The troubleshooting
journeys we observed (Section 4.4.3) are largely user-driven: occupants must notice a
failure, hypothesize a cause, and walk the control spectrum themselves to test it. Al
assistants could shoulder much of this burden—inspecting routine and device state to
localize a fault, explaining it in plain language, and recommending the concrete next step
(e.g., which locus of execution to descend to). Beyond reactive debugging, systems could
make proactive recommendations: flagging routines likely to conflict or silently fail, and
suggesting transitions before a breakdown forces one. Such assistance must remain legible

and optional, augmenting rather than replacing the reflective control practices our

133



participants valued.

Open Questions: Evaluating Transition Quality. Our work opens up two further
directions on transition quality. First, there is a need to characterize what information and
granularity different user roles (and levels of expertise) need at the moment of crossing to
be effective without overload. Second, there is a need to develop evaluation metrics for
transition quality: e.g., time to successful handoff; rate of stranded actions; clarity of

ceilings and provenance; and recovery burden after lifecycle events (Section 4.4.1).

4.6 Limitations and Future Work

Our methodology used surveys and interviews to elicit responses from participants
regarding their past experiences and current perceptions.

Future research should look to expand on this work through studies that focus on clear
categories of smart home owners, based on characteristics such as location (e.g., temperate
zones vs. frigid vs. coastal), size of home (apartment vs. single-family home vs. mansion),
and other factors. In addition, our survey respondents and interview participants likely
skewed more towards a tech-savvy population, especially given that we recruited using
Prolific [279]. Thus, future work can also explore perceptions and experiences of users who
may be overall less aware of smart home device capabilities. Relatedly, future studies
should differentiate between generations of users, who may hold different expectations of
control, adopt different troubleshooting strategies, and prefer different points on the
control spectrum. Older adults in particular have distinct needs: prior work built and
deployed a personal assistance system that delivered medication and appointment
reminders alongside wearable health sensors for independent and assisted living [280], and
the accompanying field study found that the social structures surrounding older users
shape both what such a system must do and whether it is accepted at all [281]. Because
the needs and wants of each population—and indeed each country—differ substantially,

these are hard and open problems that require specialized study of the human and the
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systems aspects together. This thesis provides groundwork for both: the control spectrum
characterized here, and the abstractions that support movement along it, give such studies
a common vocabulary and a set of mechanisms to build on. In addition, surveys and
interviews rely on participants to reflect on their interactions with smart home devices,
rather than having the research team observe these interactions directly. Future work can
utilize more observational methodologies and ethnographic studies to expand our results by
providing additional context on how participants control their devices.

Our results are tied to the technology mix used during data collection. However, as
technology evolves and matures, and new standards such as Matter [213] emerge, future
work can incorporate our broader implications and findings into its design. Interaction
patterns related to user transitions across the control spectrum will remain even as such
standards develop, which will require future research to use our approach to understand
how users’ interaction patterns change with these standards in place.

Our work focused primarily on a single user in a smart home; while participants did
discuss how other users in the home influenced their perceptions and preferences, our study
elicited only one opinion from each smart home. Previous work has described smart homes
as more sociotechnical systems, often containing multiple users with diverse experiences,
desires, and perceptions [149]. Future work should more explicitly consider the
sociotechnical nature by conducting studies with multiple users in the same home,
examining how control schemes and methods in a single household affect different users in

a smart home, and building upon the perspectives elicited in this work.

4.7 Conclusion

We present Control in Context, a mixed-methods study of how and why smart home users
navigate the spectrum from physical per-device interaction to proxy-based central control.
Through a survey of N = 60 smart home owners and semi-structured follow-up interviews

with N = 8 participants, we find that smart home control is a dynamic, reflective, and
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often labor-intensive process rather than a static preference. Users continuously adapt
their control strategies—and their device procurement decisions—as they encounter
tradeoffs between convenience, reliability, precision, and cognitive load. In particular, over
half of participants reported switching control schemes based on task context, and nearly
all interview participants described at least one device or platform abandoned after a
negative troubleshooting experience. Our work emphasizes that future systems should not
only support multiple control schemes, but also actively guide users’ movement across them.
Researchers should similarly reframe their evaluation metrics and system assumptions to
reflect the temporal and spatial heterogeneity of real-world smart home usage. This work is
an important initial step towards home management systems that are truly user-centric

rather than device-centric.
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Chapter 5 Conclusion and Future Work

5.1 Summary of Contributions

This thesis has advanced a single vision—designing the control of smart spaces
(environments instrumented with IoT devices for automated sensing and actuation) around
the needs of the people who inhabit them—across three independent planes of the
smart-space stack: the device action plane, the smart-space automation plane, and the
human interaction plane. The three contributions are unified by this vision, not by a flow
of insight from one to the next; together they make smart-space control decentralized,

observable, and grounded in how real occupants actually live with their devices.

1. The device action plane—RASC (Chapter 2) introduces a new abstraction for
[oT device control that closes the gap between the fire-and-forget RPC primitive and
the rich action-progress information that users and developers need. RASC exposes
four lifecycle states—Request, Acknowledgment, Start, and Complete—and its
implementation (Rascal) adds an adaptive polling strategy and DAG-aware
scheduling layer atop existing IoT platforms without requiring device modifications.
Evaluation on real smart-home automation workloads shows that RASC detects
action completion within 2-16 seconds in over 90% of cases, and that its scheduling

policies outperform state-of-the-art baselines by 10-55%.

2. The smart-space automation plane—CoMesh (Chapter 3) presents the first
fully decentralized, hub-less control plane for Sense-Trigger-Actuate (STA) operations
in large commercial edge IoT meshes. By organizing devices into self-managing
coteries that use zero-message exchange, quorum-based agreement, epoch-based
migration, and locality-sensitive hashing, CoMesh eliminates the single-hub
bottleneck and cloud dependency that limit today’s deployments. Formal analysis
and Raspberry Pi experiments confirm its safety, liveness, scalability, and fault

tolerance. CoMesh demonstrates that resilient, edge-first control of large smart
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spaces is not only theoretically sound but practically deployable.

3. The human interaction plane—Control in Context (Chapter 4) provides the
first empirical characterization of how smart-home users navigate the full spectrum of
control schemes—from physical per-device interaction to proxy-based centralized
hubs—in the context of everyday tasks, device failures, and evolving home setups.
Through a survey of N = 60 smart-home owners and semi-structured interviews with
N = 8 participants, this work reveals that control is a fluid, reflective process guided
by situational factors rather than ecosystem boundaries. The findings expose the
mismatch between platform design assumptions and real user behavior, and provide
grounded design principles for future systems that treat the user—mnot the vendor

ecosystem—as the center of design.

Collectively, this work turns three planes of smart-space control—the device action
plane (how actions are observed and programmed), the smart-space automation plane
(where control logic runs), and the human interaction plane (how occupants interact with
it)—from sources of fragility and frustration into design targets shaped by the needs of the

people who inhabit the space.

5.2 Future Research Directions

Each contribution opens new research directions; we outline the most promising below,
several of which we are actively pursuing.

5.2.1 Richer Observability and Controllability (RASC++)

RASC opens the black-box RPC into a gray-box abstraction with visibility at the Request,
Acknowledgment, Start, and Complete points; several extensions promise still richer
control. Group-based RASC would generalize the lifecycle to commands issued to groups of

devices (e.g., “all lights”), with group-level progress and consistency semantics. Moving
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from gray-box toward white-box observability would surface per-action and per-routine
progress—progress-bar-style indicators—for near-full visibility into long-running
commands. Controllability is a third gap: a routine today runs uninterruptibly once fired,
whereas users and automations should be able to safely modify or interrupt in-flight
routines. Together these enable a RASC-powered debugging assistant that records action
timelines, pinpoints the first divergence from expected behavior, and proposes
remediation—directly addressing the troubleshooting pain points and the call for
Al-assisted debugging that Control in Context raised (Section 4.5.3)—alongside
mechanisms to specify and assure safety clauses across concurrent automations. A further
direction is scaling RASC to deployments with many concurrent users, where the same
devices are polled on behalf of many actions at once. Because lifecycle states are per-device
rather than per-user, two complementary mechanisms apply: batching status queries so that
one poll serves every routine currently interested in a device, and caching, where a recent
poll response is reused to answer subsequent requests instead of issuing a fresh one. Both
keep polling overhead proportional to the number of active devices rather than the number

of users, and—importantly—help stay within the rate limits that device APIs impose.

5.2.2 RASC as a General Distributed Abstraction

RASC’s core insight—that long-running distributed actions have meaningful intermediate
states callers should observe—applies well beyond IoT. RPCs, microservice invocations,
and workflow steps share the same request/acknowledge /start /complete structure, so
RASC and its DAG-aware scheduling could serve as a general alternative to fire-and-forget

RPC in distributed databases, cloud workflow orchestration, and robotics pipelines.

5.2.3 Toward User-Centered Smart-Home Platforms

Control in Context’s findings open a research agenda for the next generation of

smart-home platforms (“home operating systems”)—systems designed around how people
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actually exercise control rather than around vendor ecosystems. Promising directions
include: (i) surfacing capability ceilings and providing principled bridges to device-local
controls when a hub cannot reach a feature; (ii) making provenance and interoperability
transparent—attributing who or what executed an action and running pre-flight
“weakest-link” checks before multi-brand routines; (iii) a brand-agnostic integration layer
that adapts to whatever each vendor exposes rather than assuming full cooperation;

(iv) treating routines and devices as shared resources, with role-based access and change
histories for multi-user homes; (v) explicitly supporting transitions along the control
spectrum rather than locking users into a single scheme; (vi) hierarchical control domains
for large multi-tenant buildings. An apartment building resembles an office
building—many users, many uses—and this thesis’s contributions carry over to it directly:
RASC’s action observability and the control-spectrum framing hold just as well at building
scale as in a single home, and CoMesh is designed for precisely such large deployments.
What such buildings add is hierarchy: a superintendent may set control policy for shared
corridors, HVAC, and entrances, while each tenant retains authority over their own unit,
with the two composing predictably. Formalizing these nested control domains—who may
observe and actuate what, and how policies at one level constrain another—is a natural
extension of the abstractions developed here; and (vii) adapting to the competencies of
users—calibrating how much control and complexity an interface exposes to each
occupant’s current expertise, and growing with them as that expertise develops (echoing
Control in Context’s observation that users expand their setups as their skills mature). A
complementary open question is a principled framework for when a deployment should
decentralize its control plane, given device count, churn, latency, and privacy constraints.
More than our own next step, we see this as a call to the systems and HCI communities to

build smart-space operating systems that explicitly address these concerns.
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5.2.4 LLM-Assisted and Declarative Automation Authoring

As discussed in the introduction, the rise of LLMs largely does not alter this thesis’s
conclusions: RASC’s abstraction and CoMesh’s decentralized design stand independently
of how automations are authored, and for these planes LLMs act as accelerators—easing
the specification of causal dependencies in RASC and simplifying routine authoring atop
CoMesh. The human interaction plane deserves more nuance. As LLM assistants become
part of how occupants program and troubleshoot their homes, they may reshape the very
practices Control in Context observed—an LLM conversation becomes a new locus of
execution—or proxy, possibly adding another layer to the control spectrum—and a new
step in troubleshooting journeys—so revisiting the study as adoption grows, alongside
building the user-facing assistance Control in Context calls for, is itself a direction this
thesis opens. A similar question arises for new interaction hardware: should head-worn
devices such as smart glasses displace smartphones, gaze and vision could make the
physical device itself the entry point to the control spectrum—overlaying a device’s state
and the routines that touch it for in-situ troubleshooting—while the growing presence of
transient devices that move in and out of a space turns the choice between cloud control
(continuity across spaces) and local control (data stays within the space) into a tradeoff
platforms should expose for users to set. RASC’s structured action model is a natural
substrate for higher-level authoring. Large language models could synthesize automations
from natural-language intent, grounded in RASC’s fallback actions and co-actions so that
generated routines degrade gracefully rather than failing silently—e.g., “if the garage door
fails to close, send an alert and lock the side door instead.” Complementarily, declarative
interfaces for specifying and tracking routines—stating desired end-states and invariants
rather than imperative step sequences—would let users and tools reason about, verify, and

maintain automations as homes evolve.
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5.2.5 Coordination for Mobile and Robotic Smart Spaces

Smart spaces are becoming mobile: large factories increasingly deploy humanoid and
wheeled robots that work between stations and roam the floor, and homes host a growing
fleet of mobile devices (vacuums, lawn mowers, telepresence robots). CoMesh already
tolerates such movement reactively—its coterie-migration machinery treats a robot that
moves as churn and re-forms coteries around its new location. A richer direction is
proactive coterie management: predicting robot motion from task schedules, floor-plan
structure, or learned trajectories, and reshaping coteries before a robot arrives, so that the
sensing and actuation it depends on are already coordinated locally. Other domains already
exploit predictability this way to good effect: satellite systems schedule downlinks and
bifurcate queries around known orbital passes [282], [283], and short-form video delivery
caches content ahead of anticipated demand [284]. Combined with RASC-style lifecycle
observability for long-running robot actions, this would extend the thesis’s decentralized,

human-centered control stack to spaces whose members are themselves in motion.

5.2.6 Language-Model Inference at the Smart-Space Edge

Capable small language models now run on commodity hardware, enabling on-device
natural-language interaction without the cloud. Building on RASC’s observability and
CoMesh’s edge-native infrastructure, future work could distribute language-model inference
across the heterogeneous, often-idle devices already present in a smart

space [12]—adaptively choosing pipeline, tensor, or mixed-mode placement to fit tight
memory and wireless budgets—for low-latency natural-language control that survives cloud

or Internet service provider outages.
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Appendix A: Control in Context—Supplemental Material

A.1 Main Survey Questions
A.1.1 Consent Block

Q1 You are being asked to participate in a voluntary research study. The purpose of this
study is to build a taxonomy of smart home user workloads and failures for both
centralized (using a smart home hub) and per-device control schemes. Your responses will
provide us with information regarding existing approaches to controlling smart home
device infrastructures, and the reasons for opting to use certain control schemes.

Participating in this study will involve answering a set of survey questions about your
experiences and current smart home setups. Participation will last approximately 20
minutes. We will not be asking you to use any of these devices in front of us, but instead
we will be asking you to recount experiences with these devices. There are no foreseeable
risks to you beyond those normally encountered in your daily life while participating in this
survey. If you agree to participate, you will be asked to check "I consent” at the bottom of
this page indicating that you have read the following form and have been shown the goals
of this study.

Principal Investigator Name and Title: Removed for anonymity

What procedures are involved? The study procedures are an online survey that you will
be asked to complete. In this survey, you will be asked about your smart home setup,
including the kinds of devices you own and use, as well as how you control them. We will
then ask some questions about specific experiences with these devices, and how these
experiences have affected your perception of these devices and corresponding control
schemes.

This research will be performed online, using an online survey software (Qualtrics).

Participation will consist of one single survey, that will take approximately 20 minutes to
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complete.

Will my study-related information be kept confidential? We will use all reasonable
efforts to keep your personal information confidential, but we cannot guarantee absolute
confidentiality. When this research is discussed or published, no one will know that you
were in the study. But, when required by law, identifying information may be seen or
copied by: a) The Institutional Review Board that approves research studies; b) The Office
for Protection of Research Subjects and other university departments that oversee human
subjects research; ¢) University and state auditors responsible for oversight of research.

Will T be reimbursed for any expenses or paid for my participation in this research?
You will be compensated 43 USD upon completion of this survey.

Can I withdraw or be removed from the study? If you decide to participate, you are
free to withdraw your consent and discontinue participation at any time. Your
participation in this research is voluntary. Your decision whether to participate, or to
withdraw after beginning participation, will not affect your current or future dealings with
[Removed for Anonymity].

The researchers also have the right to stop your participation in this study without
your consent if they believe it is in your best interests, you were to object to any future
changes that may be made in the study plan.

Will data collected from me be used for any other research? Your de-identified
information could be used for future research without additional informed consent.

Who should I contact if I have questions? Removed for anonymity

What are my rights as a research subject? Removed for anonymity

Please print this consent form if you would like to retain a copy for your records.

I have read and understand the above consent form. I certify that I am 18 years old or
older. By clicking the “I consent” button to enter the survey, I indicate my willingness to
voluntarily take part in this study.

Answer type: Multiple choice. Options were: “I consent.” and “I do not consent.” If a
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participant chose “I do not consent.” they were automatically redirected to the end of the

survey.

A.1.2 Screening Block

Q2 How many Smart Devices do you currently own? As a reminder, Smart Devices are
defined as: Everyday objects made intelligent with network capabilities to execute tasks
either automatically or on demand. Some examples of these devices are, but not limited to:
smart plugs/switches, smart lights, smart door locks, smart thermostats, smart vacuums,
window /door sensors, motion sensors, smart smoke alarms, smart cameras/security
systems, smart TVs, smart speakers (amazon echo, google home), etc. Excludes
smartphones, tablets, computers.

Answer type: Multiple choice. Options were: “I do not own any dmart devices”, “17,

“27, 437, “4” “5 or more smart devices”.

A.1.3 Intro Block

Thank you for participating in this survey. The purpose of this survey is to understand
user experiences and perceptions with smart home device control, and how these
perceptions change over time. Your responses will provide valuable information to help
answer our research questions. Please keep in mind that this survey is not a test of your
knowledge, but a way to learn about your experiences; there are no right or wrong answers.
For your reference, here are some definitions to terms you may encounter in this survey:
Smart Devices: Everyday objects made intelligent with network capabilities to execute
tasks either automatically or on demand. Some examples of these devices are, but not
limited to: smart plugs/switches, smart lights, smart door locks, smart thermostats, smart
vacuums, window /door sensors, motion sensors, smart smoke alarms, smart
cameras/security systems, smart TVs, smart speakers (amazon echo, google home), etc.

Excludes smartphones, tablets, computers.
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Smart Device Control: The ability to view and change the current state of a smart
device. The smart device itself, a physical controller or an application may be access points
to control the smart device. Typically, smart devices are paired with the control medium, if
that is different from the device itself, before the user can control the device. For example,
you can control a smart lock on the front door either directly or with your phone.

For the purposes of this study, we will differentiate between different ways you may
control your smart home devices:

Centralized Control: Control of multiple smart devices from a central service (e.g.,
digital twin) or device (e.g., smart hub), that has a global view of all devices’ states and
access to modify the state of any and all of the devices. All smart devices must initially be
paired with the central service by the user. Some examples of centralized controllers are:
Amazon Echo, Google Home mini, Apple HomePod for devices, and Amazon Alexa,
Google Home, Google Assistant and Apple HomeKit for applications.

Per-device control: Control of smart devices by pushing or rotating buttons on an
individual device itself or by using an application that the device vendor has provided the
customers. The user must pair the smart device with the device vendor if they desire
controlling it by the provided app. Some examples of per-device controllers include but are
not limited to: Philips Hue Bridge, Wink+GE In-Wall Smart Switch for devices, Philips
Hue, ecobee for applications.

Routine: An automation that involves smart devices. A set of actions, and potentially a
set of triggering conditions, are specified. Each action changes the current state of a smart
device. Each triggering condition checks the current state of a smart device or the current
date and time; triggering conditions may be combined with a conjunction or a disjunction.
A routine may also be manually triggered by a user, rather than triggering clauses. Other
names for a routine in current products are: recipe, scene, schedule.

Lastly, we define the following term(s):

Troubleshooting: Tracing and correcting faults in a mechanical or electronic system.
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An example of a troubleshooting process is the following:

1. You are at home and your smart vacuum no longer responds to your control through

your Amazon Echo device.
2. You check that your smart vacuum base is connected to a power outlet; it is.
3. You check that your smart vacuum is connected to the WiFi in your home; it is.

4. You check that your smart phone has access to the internet when connected through

the home WiFi; it does not.
5. You check that your home router has access to the internet; it does not.
6. You reboot your home router and wait for 5 minutes.

7. Your smart vacuum responds to your commands through your Amazon Echo device.

Please remember that you are answering on behalf of your household.

Q3 Please enter your prolific ID.

Answer type: Text entry (single line).

A.1.4 General Smart Home Setup Questions

Q4 Which of the following smart home devices do you have powered on where you are
living now? In the first column, select all that apply. For each owned device, in the second
column, write how many you own and in the third column check each location in the home
where you have the device. Finally, in the fourth column, describe the device’s primary use
in your home.

Recall that smart devices are defined as: "Everyday objects made intelligent with
network capabilities to execute tasks either automatically or on demand.” If you are at

home, feel free to walk around and look at devices to jog your memory.

183



Answer type: Table filling. Each row represented a smart device kind out of
plug/switch, light, lock, thermostat, vacuum/mop, window/door sensor, motion sensor,
smoke alarm, camera, security system, TV /casting device, speaker, tag, health device,
washing machine/ dryer, dishwasher, fridge, coffee maker, oven/range, trash can, other.
There was a row for "I do not own any smart devices” as well. Each device kind was
accompanied by a couple of representative devices. The first column had checkmarks to be
clicked if a device kind was owned. The second column asked for the number of owned
devices for each device kind. Next, we asked in a separate group of columns for
participants to pick the spaces their devices of each kind were located at in their home;
options were: entrance hall, living room, dining room, kitchen, master bedroom, children’s
bedroom, guestroom, study, wardrobe, bathroom, basement, laundry room, hallway,
entertainment/game room, attic, garage, porch (front/back), yard/garden/pool, driveway,

and other. The final column asked participants for the primary use of the device kind.

Q5 If you selected other, for each device: Please list the number of devices, their type,
their location in your home, and their main use.

Answer type: Text entry (multiple lines).

Q6 Look at your phone. How many smart home device related applications do you have
installed on your phone?

Answer type: Multiple choice. Options were: “07, “1-4”, “5-8”  “More than 8.

If Q6 answer was not “0”: Q7 Please list the smart home device related applications
on your phone.

Answer type: Text entry (essay text box).

Q8 When was the last time you purchased a smart device for your home?

Answer type: Multiple choice. Options were: “Less than one month ago”, “Less than
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six months ago”, “Less than one year ago”, and “More than one year ago”.

Q9 What was one of the last smart devices you purchased for your home? Why did you
purchase it?

Answer type: Text entry (essay text box).

Q10 To what extent do you agree with this statement about the device you mentioned in
the previous question: "I was able to accomplish the goals I had in mind when I first
purchased this device”?

Answer type: Multiple choice. Options were: “Strongly disagree”, “Somewhat disagree”,

“Neither agree nor disagree”, “Somewhat agree”, and “Strongly agree”.

Q11 For any goal that you were not able to accomplish, please list the reasons.

Answer type: Text entry (essay text box).

Q12 For any goal that you were able to accomplish, please tell us how you reached them.

Answer type: Text entry (essay text box).

A.1.5 Attention Check (1)

Q13 Please answer the following question: What is 7447

Answer type: Multiple choice. Options were: “15”, “10”, “11”, and “19”.

A.1.6 Device Control Questions

Q14 Pick a specific device in your home, and write down that device below.
Answer type: Text entry (single line).

The next few questions deal with this device that you mentioned above.

Q15 How often is the device you listed above in use (manually or via automation)?
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Answer type: Multiple choice. Options were: “At least three times a week”, “At least

once a week”, “At least once a month”, and “Only a couple times since I got it”.

Q16 What is the way the device you listed above is most commonly used?

Answer type: Multiple choice (multiple answers allowed). Options were: “Routines
(defined as ’An automation that involves smart devices. A set of actions, and potentially a
set of triggering conditions, are specified. Each action changes the current state of a smart
device’, “Central Control (defined as ’Control of smart devices from a central service (e.g.,
digital twin) or device (e.g., smart hub), that has a global view of all devices’ states and
access to modify the state of any and all of the devices)”, “Per-Device Control (defined as
"Control of smart devices by pushing or rotating buttons on an individual device itself or
by using an application that the device vendor has provided the customers.)”, “Voice

Command” and “Content streaming casting”.

Q17 Why do you choose to control the device you listed above this way(s)?

Answer type: Text entry (essay text box).

Q18 Is there any device in your home that can be controlled in multiple ways? (this can
be the same device that you talked about on the previous page)

Answer type: Multiple choice. Options were: “No”, “Yes”, and “I don’t remember”.

If Q18 answer was “Yes”: Q19 If there are multiple devices that can be controlled in
multiple ways, think about one of these devices. What device is that?

Answer type: Text entry (essay text box).

If Q18 answer was “Yes”: Q20 How do you decide between the different options of
controlling this device?

Answer type: Text entry (essay text box).
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Q21 Are you aware that central smart home managers exist? Examples include Amazon
Alexa, Google Home, Apple Home.

Answer type: Multiple choice. Options were: “Yes” and “No”.

If Q21 answer was “Yes”: Q22 How did you learn about central smart home
managers?’

Answer type: Multiple choice (multiple answers allowed). Options were: “Internet”,
“Social media”; “Streaming services”, “Physical /Online stores”, “Word of mouth”, and

“Other (please specify)” with a text box next to it.

A.1.7 Device Exceptions (Blame Placement) Questions

Q23 Have you had any experience(s) when one or more of your smart devices did not
work as planned?

Answer type: Multiple choice. Options were: “No”, “Yes”, and “I don’t remember”.

If Q23 answer was “Yes”: Q24 Can you describe an experience from a specific time
when things didn’t go as planned?

Answer type: Text entry (essay text box).

If Q23 answer was “Yes”: Q25 Which of the following statements represents your
current experiences with smart devices? Answer type: Multiple choice. Options where: “I
am having the same kinds of issues again and again”, “I encounter a specific kind of issue
just once and the next ones are unrelated”, “I don’t remember if there are patterns among

the issues I come across”, and “I am not encountering any issues with my smart devices”.
)

If Q23 answer was “Yes” and Q25 answer was not “I am not encountering any
issues with my smart devices”: Q26 What was your reaction to any smart device
failures when you started noticing them? Can you describe the reasons that caused this

reaction?
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Answer type: Text entry (essay text box).

Q27 Have you ever returned or stopped using a smart device because it didn’t work the
way you planned?

Answer type: Multiple choice. Options were: “No”, “Yes”, and “I don’t remember”.

If Q27 answer was “Yes”: Q28 What smart devices did you ever return or stop using?

Answer type: Text entry (essay text box).

A.1.8 Troubleshooting Questions

If Q23 answer was “Yes”: Q29 How did you respond when your device did not work
as expected?

Answer type: Multiple choice (multiple answers allowed). Options were: “I tried to
figure out what went wrong”, “I tried to fix the issue/prevent it from happening again”, “I

stopped using the device”, “I gave up on that functionality”, “I don’t remember”, and “Not

applicable”.

If Q29 answer “I tried to fix the issue/prevent it from happening again” was
selected: Q30 Describe your troubleshooting process as a sequence of steps. Recall that
troubleshooting is defined as: "The process of tracing and correcting faults in a mechanical
or electronic system.”

Answer type: Text entry (essay text box).

If Q23 answer was “Yes”: Q31 Have you ever given up on using a device in your
home?

Answer type: Multiple choice. Options were: “No”, “Yes”, and “I don’t remember”.

If Q31 answer was “Yes”: Q32 How did you reach that point?

Answer type: Text entry (essay text box).
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A.1.9 Attention Check (2)

Q33 Please answer the following question: What is 15-117

Answer type: Multiple choice. Options were: “107, “4”, “8”, and “6".

A.1.10 Questions about Other Spaces

Q34 Are there any more homes or spaces with smart devices that you are the main
maintainer of? If so, how many?
Answer type: Multiple choice. Options were: “No”, “Yes, 1 other space”, and “Yes, 2 or

more other spaces”.

If Q34 answer was not “No”: Q35 Can you describe where devices are placed in
these spaces?Can you describe where devices are placed in these spaces?

Answer type: Text entry (multiple lines).

If Q34 answer was not “No”: Q36 Do you think there are any similarities between
the different spaces’ setups?

Answer type: Multiple choice. Options were: “No”, “Yes”, and “I don’t remember”.

If Q34 answer was not “No” and Q36 answer is not “I don’t remember”: Q37
Please explain your answer to the previous question.

Answer type: Text entry (multiple lines).

A.1.11 Demographic Block

Q38 What is your gender?
Answer type: Multiple choice. Options were: “Male”, “Female”, “Non-binary /third

gender”, “Prefer not to say”, and “Prefer to self-describe” with a text box next to it.
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Q39 How would you describe your current living situation?
Answer type: Multiple choice. Options were: “House”, “Apartment”, “Condominium”,

“Town Home”, “Prefer not to say”, and “Other (please specify)” with a text box next to it.

Q40 What is the highest degree or level of school that you have completed?

Answer type: Multiple choice. Options were: “Some high school, no diploma”, “High
school graduate, diploma or equivalent (for example: GED)”, “Some college credit, no
degree”, “Associate’s degree”, “Bachelor’s degree”, “Post-graduate degree”, “Prefer not to

say”, and “Other (please specify)” with a text box next to it.

Q41 What is your race?
Answer type: Multiple choice. Options were: “White”, “Black or African American”,
“American Indian or Alaska Native”, “Asian”, “Native Hawaian or Pacific Islander”, and

“Hispanic or Latino”.

Q42 What is your age?

Answer type: Multiple choice. Options were: “less than 18 years old”, “18-247, “25-34”,
“35-447, “45-54", “55-64", and “654".
A.1.12 Interview Interest Block

Q43 Would you be interested in doing a follow-up interview regarding your smart home
device and control experience, for additional compensation? If you indicate you are
interested, we will reach out via your prolific ID.

Answer type: Multiple choice. Options were: “Yes” and “No”.

A.1.13 End of Survey

We thank you for your time spent taking this survey. Your response has been recorded.

190



A.2 Interview Script

Thank you so much for agreeing to participate in our interview. The purpose of this
interview is to understand user experiences and perceptions with smart home device
control, and how these perceptions change over time. Your responses will provide valuable
information to help answer our research questions. Please keep in mind that this interview
is not a test of your knowledge, but a way to learn from your experiences; there are no
right or wrong answers. Some of these questions are meant to build upon your responses in
the survey you previously completed. However, feel free to correct information provided in
the survey or to add more context.

I hope you had time to review a copy of the consent form for this study previously,
before replying that you are willing to participate, but we want to be sure that you
understand everything — any questions about the consent form?

Answer any questions regarding the consent form that they may have...

My collaborator [INSERT NAME] is here with me today and will be taking some notes
during the interview.

As specified in the consent form, we will be audio recording and screen capturing this
interview. After we get your permission, we will use Zoom to record the video and audio of
this call. We will not be storing your name and personal information without explicitly
telling you ahead of time. After today’s interview, we will replace your personal information
with a user code and keep your identity confidential. We will be referring to this user code
when discussing and analyzing the data. You will not be identified in any publications.

If at any point you can’t hear me, or have connection issues, feel free to use the text
chat feature to let me know. If you get disconnected from the video chat, please rejoin the
meeting when your connection stabilizes (we’ll wait for you).

I will begin recording now, is that okay with you?
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A.2.1 Smart Home Setup

Talk about the specific device that the participant mentioned in the survey: In the survey,
you mentioned that you control INSERT DEVICE HERE]| primarily through [INSERT
CONTROL SCHEME HERE]. Have you ever tried controlling this device differently?

o If yes: How did that experience go?
e If no: Do you feel that this way is sufficient for all your current goals with this device?

— If not: Can you think of an experience where you felt like how you control this

device has led to problems?
— If yes: Do you see a situation where your goals may change with this device,

and this way of controlling it is no longer sufficient?

Do you think that there is an ideal way to control your devices that may or may not exist

currently?
o If yes: can you describe it?
e If no: do you think that central control could be ideal? Why or why not?

— If yes: What device is your voice command set up with? What do you dislike
most about your voice commands? How do you think about the relationship

between your central manager and the device-specific app?

Devices in a smart home can be set up in a way that they work together. For example,
when the AC starts working, doors and windows are closed. Do those capabilities sound

familiar? Have you set up your smart home in a way that your devices work together?

o If not: Do you feel like you are able to accomplish your goals without this? How
could you benefit from a connected setup where devices could work in coordination

with each other? How might that kind of setup concern you, if at all?
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o If yes: How do you benefit from such a setup? Do you feel like this option is a

gamechanger in any way?
o How might a setup that includes sensors benefit you?
e Did you set up your routines on your own?
o Is there any option to set it up on the device app itself?
o Why did you pick the central manager to set it up on?

Have you ever encountered devices that wouldn’t effectively integrate into your existing
smart home? By effectively, I mean that device collaborations are set up and proceed

seamlessly.
o If yes: What did you do?

e Do you ever consider how a device you might buy will work with other devices

already in your home before purchasing it?

e Do you think about how you will control a device before you purchase it? Did you

have specific goals in mind before you purchased a device?

— If yes: Have you ever experienced a situation where your expectation of

controlling a device was different than reality?

x If yes: Has this caused you to change your expectations or goals with that

specific device?

— If yes: Did your goals change after you purchased your device?

A.2.2 Smart Home Device Control

Talk about the specific device that the participant mentioned in the survey:
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o In the survey, you mentioned that you control [[NSERT DEVICE HERE] primarily
through [INSERT CONTROL SCHEME HERE]. Have you ever tried controlling this

device differently?

— If yes: How did that experience go?
— If no: Do you feel that this way is sufficient for all your current goals with this
device?
x If not: Can you think of an experience where you felt like how you control
this device has led to problems?

x If yes: Do you see a situation where your goals may change with this

device, and this way of controlling it is no longer sufficient?

e Do you think that there is an ideal way to control your devices that may or may not

exist currently?

— If yes: can you describe it?
— If no: do you think that central control could be ideal? Why or why not?
x If yes: What device is your voice command set up with? What do you

dislike most about your voice commands? How do you think about the

relationship between your central manager and the device-specific app?

e Devices in a smart home can be set up in a way that they work together. For
example, when the AC starts working, doors and windows are closed. Do those

capabilities sound familiar?

o Have you set up your smart home in a way that your devices work together?

— If not: Do you feel like you are able to accomplish your goals without this? How
could you benefit from a connected setup where devices could work in
coordination with each other? How might that kind of setup concern you, if at

all?
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— If yes: How do you benefit from such a setup? Do you feel like this option is a

gamechanger in any way?
— How might a setup that includes sensors benefit you?
— Did you set up your routines on your own?
— Is there any option to set it up on the device app itself?

— Why did you pick the central manager to set it up on?

» Have you ever encountered devices that wouldn’t effectively integrate into your
existing smart home? By effectively, I mean that device collaborations are set up and

proceed seamlessly.

— If yes: What did you do?

— Do you ever consider how a device you might buy will work with other devices

already in your home before purchasing it?

— Do you think about how you will control a device before you purchase it? Did

you have specific goals in mind before you purchased a device?

x If yes: Have you ever experienced a situation where your expectation of

controlling a device was different than reality?

If yes: Has this caused you to change your expectations or goals with

that specific device?

x If yes: Did your goals change after you purchased your device?

o If they have more than 8 applications: You mentioned that you have a lot of

applications on your phone for controlling smart devices. How do you manage this?

A.2.3 Smart Home Errors and Exceptions

If the participant stated that they’re experiencing problems with their smart devices
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e You mentioned that you experience issues with smart devices.
o How do you verify that an action actually takes place on a smart device?

o Can you tell me about the most memorable or recent failure of a smart device? How

did it happen the first time? Do you see a pattern in the failures?

« Has your trust in any specific devices been affected after experiencing issues with

them?
o Have any issues affected your willingness to purchase specific types of devices?
— If yes: Which ones?” What was the issue you experienced with these devices?
If the participant mentioned that they have encountered problems with (a) specific pair(s) of
devices from different vendors:

e In the survey, you told us that some vendors’ devices do not work well with each
other. Specifically, you experienced problems while trying to integrate/integrating
[INSERT DEVICE A] with [INSERT DEVICE B|. Can you share more instances of
the same problem with different pairs of devices? What were you trying to

accomplish with each pairing?
If not:
o Have you encountered any issues in making devices from different vendors work
together? What were those issues?
— If yes: What were those issues?
If the participant mentioned that they have stopped using or returned a specific device
because it wasn’t working for them:

e You mentioned that you stopped using or returned [insert specific device| because it
wasn’t working properly. Did you replace that device in your home with something

else?
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— If yes, what did you consider when choosing a replacement device?

— If not, did you decide to not try and accomplish what you wanted to with

[insert specific device|?

A.2.4 Smart Home Troubleshooting

o In the survey, you talked about your troubleshooting process as this set of steps

[Insert answer from the survey]|

— Go through the steps, and if any of them seem particularly interesting or not
detailed enough, ask: Could you explain a little more about what you mean

when you say you [DO X]?

— Do you find that there is an approach that universally helps you fix problems

that come up in your smart home?

— What was the most difficult and memorable process you went through to get a

device or automation to work in your smart home?

If the participant mentions that they have given up on a device before:

« You mentioned that you gave up on getting [insert device name] to work in your

home. Have you decided to get other devices to work on your home?

— Was the process of getting to this point similar to what you described for [insert

device name]?
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Appendix B: Other Work

In this appendix I briefly describe other research projects that I conducted during my

Ph.D. in parallel with this thesis.

Cross-System Interaction Failures [285]. Modern cloud deployments are
orchestrations of independent systems—data processing engines, storage layers, resource
managers—each specializing in one service. Their reliability therefore depends not only on
each system in isolation but on the interplay between them, and a growing share of
production incidents manifests at these boundaries rather than inside any single
component. We termed this failure mode cross-system interaction (CSI) failures and
characterized it by analyzing eleven CSI-failure-induced incidents at Google, Azure, and
AWS alongside 120 CSI failure cases drawn from seven widely co-deployed open-source
systems. The study identifies discrepancies between interacting systems as the underlying
root cause—failures that cannot be understood by examining any one system alone—and
argues for cross-system testing and verification. Cross-testing the Spark—Hive data plane

exposed fifteen previously unknown discrepancies.
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